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Aiming to achieve excellence in information security programs in education,
research and community services regionally and nationally.

to work in various fields of information security.

skl Al -2

Prepare high-qualified graduates for an information security program in
education, research through applying the highest quality standards to meet
market demands and serve the community at regional and national level.

;@al.b,d\ <alaaf -3

. Provide students with the main knowledge and skills that enables them

. Prepare professional graduates that contribute effectively to community

service and innovating appropriate solutions to problems related to

information security.

values in their professional practices.

. Encourage student to adhere to legal, regulations, ethical and social

Encourage a stimulating academic environment for research and

development.
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Consistency Matrix between Vision of the University and Vision of the Program

(Program)
Becoming a
prominent
information security
program in
education, research
and community
services.

Local and regional leadership in knowledge dissemination,
research excellence, and sustainable community partnership.

(University)

Local
& Knowledg Researc | Communit
Region e h y
al Disseminat Excelle | Partnershi
Leaders ion nce p
hip
Becoming
a ° °
prominent . .
Education o .
Research .
Communi
ty
outreach.

Consistency Matrix = 100%

Consistency Matrix between Mission of the University and Mission of the Program
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(Program)

Prepare high-
qualified  graduates
for information
security program in
education, research
through applying the
highest quality
standards to meet
market demands and
serve community at
reginal and national
level.

(University)

Provide academic programs to prepare qualified graduates for
the labor market and produce scientific research that serves the
community by applying the highest quality standards and utilize

the university's human and technical resources to reach the

society of knowledge.

acade
mic

progr
ams

qualifie
d

graduat
es

labor
marke
t

scientific
research

serves the
community

Prepare
highly
qualified
graduates

information
security

program in °

education

research

market
demands

Serve
community
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Satisfy the Needs of Domestic and International Markets: To blend the theories and
practices to equip the graduates that can address complex scientific and engineering
problems relevant to domestic and international markets.
Pursue the Saudi Vision 2030: The program for Information Security must support state-
of-the-art curricula that focus on producing graduates with scientific knowledge,
cybersecurity skills, leadership and innovation to support the Saudi Vision 2030.
Human Resource and Employment Opportunities: To prepare the human resources with
appropriate technical knowledge and skills that also increases the employment
opportunities of the graduates.
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The Information Security program plan is highly similar to the college programs such as
Software Engineering and Computer Engineering where Information Security program
should be distinct.

The program needs to be aligned as possible with international standards such as IEEE and
ACM in the subject.

The program needs to follow updates issued by the National Center for Academic
Accreditation and Assessment (NCAAA).

Develop Foundations for Advanced Degree Programs: To incorporate the fundamentals of
research in Information security that prepares the graduates to pursue advanced and
research-oriented degrees.

Support Socio-economic growth: To strengthen the skills of graduates and inculcate in
them the ethical values that can contribute to the socio-economic development of the
country.
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1. Employ knowledge and skills of information security to tackle security challenges
to IT systems and infrastructures.

2. Analyse information and network security solutions with respect to their
implementation and testing in an enterprise context.

3. Configure information and network security systems, while maintaining and
managing their operations to achieve optimal technical performance and end-user
support.

4. Work in team settings or individual capacity to research and develop solutions for
existing and emerging threats to IT infrastructures in networked environments.

5. Demonstrate commitment to attain the highest standards of ethical, legal, and
security skills that support information and cyber secure community and society.

rali ) (e dad gial) alail) gl gi -2
(M pall agll Y)Y A8 5s Lo G guaiall plall Lo (3R9)
YY) 43 pal)
Knowledge:

Upon successful completion of an undergraduate Information Security program, graduates
should be able to:

K1. Acquire the fundamental knowledge of computing including software, hardware,
mathematics, and science.
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K2. Recognize the process of computing and system including analyses, design,
implementation, and evaluation.

K3 Explain the information security policies and procedures, project management, data
and risk management information systems, web design, network management,
system integration and architecture and mobility communication system.

K4. Distinguish ethical principles, legal, social issues, and regulatory aspects that are
relevant to information security domain.

1G gl -
Skills:

Upon successful completion of an undergraduate Information Security program, graduates
should be able to:

S1 Utilize communication skills and knowledge to solve computer hardware, software,
and science problems.

S2 Develop computer-based solution using appropriate techniques, programming
languages, and technology tools.

S3 Install, configure, maintain, and manage the operations of information and network
security

S4 Adapt skills and knowledge to conduct research in information security that addresses
real world problems and enables community outreach.

S5 Use governmental and environmental regulations to develop Information security policies
within an organization based on professional ethics, privacy, security and legal responsibility.

el ¢

Values:
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Upon successful completion of an undergraduate Information Security program, graduates

should be able to:

V1.
learning.

V2.
technology.

Demonstrate responsibility, accountability, and practical cooperation during long life

Adhere to the ethical standards and legal rules related to computer and information

rAdagiial) alail) il A pa gl A A paibiad G (38 gil) 48 ghaa -3
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K1

S1

V2

Employ knowledge and skills of information security
to tackle security challenges to IT systems and
infrastructures .

K3,K2

S1

V2

Analyse information and network security solutions
with respect to their implementation and testing in an
enterprise context.

K4 K2 | Configure information and network security systems,
S5,S3,S2 | while maintaining and managing their operations to
achieve optimal technical performance and end-user
Vi support.

Work in team settings or individual capacity to
V1S4 S2 K1 researgh and develop .solutions for pxisting and
o emerging threats to IT infrastructures in networked

environments .
Demonstrate commitment to attain the highest
standards of ethical ,legal ,and security skills that

v2,S5,54 K3

support information and cyber secure community and
society
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- Security specialist
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- Security analyst - Penetration tester - Security administrator
- Network security specialist - Digital Forensic Specialist -  Cryptographer
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11.5% 15 g ads
) 58
33% 43 s .
3% 3 s )

46.5% 61 78 ) .
6% 9 @Al e
- B iy ha
%100 131 il g e Lol IS ¢ ganall
saalad) cilllia -2
) ezl Siel e A pu A 3a; -
2 Islamic Culture IC 111 1
2 Work Values and Ethics | EDUC 115 2
2 Arabic Language Skill | ARAB 100 3
2 English Language ENGL 100 4
Computer Skills 2 Computer and Information ETEC 115 >
3 University Life Skills CRCL 115 6
2 Entrepreneurship | EDUC 1253 7

15 Total
2 Y 4l el -3
) ezl Siel e A pu A 3a; -
4 Calculus I MATH 101 1
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MATH 101 4 Calculus I MATH 102 2
3 Discrete Structures CSCE 121 3
PHYS 101 4 Digital Logic CENG 121 4
CENG 121 4 Computer Organization CENG 241 5
4 General Physics PHYS 101 6
CSCE 121 3 Probability & Statistics CSCE 233 7
MATH 102 3 Intro. to Diff. Eq & Lin. Algebra MATH 260 8
4 Computer Programming | CSCE 101 9
CSCE 101 4 Computer Programming Il CSCE 102 10
CENG 241 4 Operating Systems CSCE 352 11
2 English for computer ENG 109 12

43 Total
2 LaaY) 4el) cildhia 4
G SiSl e A S 3y -
T 3 Principles of Microeconomics ECN 101 !
T 3 Engineering Economics ECON 403 2
T 3 Principles of Management MGT 101 3
T 3 Legal Environment MGT 212 4
T 3 Principles of Marketing MKT 101 5
T 3 Principles of Sociology SCOL 101 6
14 kY galisd) ki 5
) ezl Siel e A pu A 3a; -
Etec 115 3 Introduction to Information Security ISEC 231 1
CSCE 102 3 Data Structure and Algorithms CSCE 231 2
CENG 121, CE;\I‘S 3 Fundamentals of Computer Networks CSCE 353 3
ISEC 212 3 Database Systems ICS 334 4
CSCE 102 3 Web Design and Development ISEC 241 5
ISEC 231 3 Information Security Management ISEC 242 6
Math 260, CSCE 102 3 Machine Learning AINT 351 7

ASIC
Premier University

22017 ke 27 Z )5 ASIC Axillay ) Al (e Baainn daals

11




el ashl/ G aniay (shaall) asgall 3 gail

Form No HU-QMS-F-12/29

Issue No 02

Issue Date 21-06-2020

Jils dralay analsi
U il>d s olo - Rev. No 00
University of Ha'il

ISEC 213 & ISEC 231 3 Network Security ISEC 351 8
ICS 334, ISEC 231 3 DB Administration and Security ISEC 352 9
ISEC 241 3 Web Security ISEC 353 10
ISEC 242 3 Information Security Polices and Laws ISEC 354 11
ISEC 351 3 Wireless and Mobile Security ISEC 361 12
ISEC 352 & CEZCI} 3 Digital Forensics ISEC 362 13
ISEC231 & CSICO}; 3 Secure Software Development ISEC 363 14
ISEC 354 3 Ethical Hacking ISEC 364 15
ISEC 351, ENG 110 10 coop ISEC 401 16
ISEC 351, ISEC 363 3 Graduation Project | ISEC 470 17
ISEC 470 3 Graduation Project Il ISEC 480 18
3 Elective | Elective 19
3 Elective Il Elective 20
3 Elective IlI Elective 21
3 Free Course Elective 22

73 Total
2 LAY el ) cildlatia -6
G ez Siel e A pu A 3a; -
3 Selected topics in security I1 ISEC 491 1
3 Selected topics in security I ISEC 490 2
3 Information Hiding ISEC 489 3
3 IoT Security ISEC 488 4
3 E-Commerce ISEC 487 5
3 Information System Audit ISEC 486 6
3 Reverse Engineering ISEC 485 7
3 Vulnerability Analysis and Risk Management ISEC 484 8
3 Cloud Computing & Security ISEC 483 9
3 Data Security-Data Science ISEC 482 10
3 Cryptography ISEC 481 11

ASIC
Premier University

22017 ke 27 Z )5 ASIC Axillay ) Al (e Baainn daals

12




University of Ha'il

FormNo | HU-QMS-F-12/29
o . .. | Issue No 02
galir sk &laninl (Jghall) dagall @ agadll 7 0 oo 0
Sl daalan assls]
& Rev. No 00

< (Adlasall B_uald) of Aulaad) A il o) duw i) el jRally ey atl) cilithata -7
( )

e

Zlelud) dac = . x e
Cabad) calhaial) us sadl) DA and o8l ey a
ISEC 351, ENG 110 0 Summer Training ISEC 400 1
ISEC 400 10 COOP Training ISEC 401 2
@l giasal) Ao @l Ral) 2365 -8
JY (s simaal)
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4 Computer Programming I CSCE 101 1
2 English for Computer ENGL 109 2
4 Calculus I MATH 101 3
4 General Physics PHYS 101 4
2 English Language ENGL 100 5
2 Computer and Information ETEC 115 6

18 Total

S 5 gaal)

Zlelud) dac = . x e
Cbad) calhaial) us sadl) oA and o8l ey a
CSCE 101 4 Computer Programming II CSCE 102 1
3 Discrete Structures CSCE 121 2
MATH 101 4 Calculus II MATH 102 3
PHYS 101 4 Digital Logic CENG 121 4
3 University Life Skills CRCL 115 >

18 Total
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ETEC 115 3 Introduction to Information Security ISEC 231 1
3 ata Structure and Algorithms CSCE 231 2
CENG 241’CE11\12C1} 3 Fundamentals of Computer Networks CSCE 353 3
CSCE 121 3 Probability & Statistics CSCE 233 4
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2 Islamic Culture IC 111 5
MATH 102 3 Intro. to Diff. Eq & Lin. Algebra MATH 260 6
17 Total
&l (s sicuall
slelad) aae . . x e
Cbad) calhaial) us sadl) DA ad o8l ey a
CENG 121 4 Computer Organization CENG 241 1
Arabic Language Skill ARAB 100 2
CSCE 231 3 Database Systems ICS 334 3
CSCE 102 3 Web Design and Development ISEC 241 4
ISEC 231 3 Information Security Management ISEC 242 5
CSCE 233, CSCE102 3 Machine Learning AINT 361 6
18 Total
oA} (g ghacal)
slelad) aae . . x e
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D Entrepreneurship | EDUC 125 1
CENG 241 4 Operating Systems CSCE 352 2
ISEC 231, CSCE 353 3 Network Security ISEC 351 3
CSCE 353 & ISec231 3 DB Administration and Security ISEC 352 4
ISEC 241 3 Web Security ISEC 353 5
ISEC 242 3 Information Security Polices and Laws ISEC 354 6
16 Total
u.u.\l-ud\ ‘5‘931.&43‘
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2 Work Values and Ethics | EDUC 115 1
ISEC 351 3 Wireless and Mobile Security ISEC 361 2
ISEC 352 & CE;\LCI} 3 Digital Forensics ISEC 362 3
ISEC 231 & CSICO}; 3 Secure Software Development ISEC 363 4

ASIC
Premier University

22017 ke 27 Z )5 ASIC Axillay ) Al (e Baainn daals

14




Form No HU-QMS-F-12/29
. Issue No 02
(& ghaif &) aatig ghaall) dagal) 7 3gail)
el ok ¥ (shall) 25dl 7 Issue Date | 21-06-2020
Jils daalay sl
: = N Rev. No 00
JJ1 od e pnlo
University of Ha'il

ISEC 354 3 Ethical Hacking ISEC 364 5

17 Total
bl (5 ghusall

. aleludl e o o e
Cabad) calhaial) 3 aciaall DA ad 28l ey a
ISEC 400 10 COOP ISEC 401 1
ISEC 351, ISEC 364 ) .

& ISEC 325 3 Graduation Project | ISEC 470 2

13 Total
CJA&‘ ‘5‘931.&43‘
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Cabad) calhaial) 3 aciaall DA ad 28l ey a
ISEC 470 3 Graduation Project Il ISEC 480 1
3 Free Course Elective 2
3 Elective | Elective 3
3 Elective Il Elective 4
3 Elective Ill Elective 5

15 Total
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A idial) dnupal) crle bl A das Al — anadl s gabisl) and
3H =219% CCSE Information and Computer Science 1
8H =58% CCSE Computer Engineering 2
11H =8% College of Science Mathematics 3
4H =29% College of Science Physics 4
2H =14% College of Art and Science English Language 5
2H =14% College of Art and Science Arabic Language 6
2H =14% College of Education Islamic Culture 7
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A. Program Identification and General Information

1. Program Main Location:

Main campus, Al-Jouf road, Ha’il

2. Branches Offering the Program:

Branch 1. Male Branch, Main campus, Al-Jouf road, Ha’il
Branch 2. Female Branch, Aja Campus, Baqa road, Ha’il

3. Reasons for Establishing the Program:
(Economic, social, cultural, and technological reasons, and national needs and development, etc.)

:dand) (3 g Cilaliia) e ghall/Eiaatioeall geald i) dai) ga &by g 1

1. Satisfy the Needs of Domestic and International Markets: To blend the theories
and practices to equip the graduates that can address complex scientific and
engineering problems relevant to domestic and international markets.

2. Pursue the Saudi Vision 2030: The program for Information Security must
support state-of-the-art curricula that focus on producing graduates with
scientific knowledge, cybersecurity skills, leadership and innovation to support
the Saudi Vision 2030.

3. Human Resource and Employment Opportunities: To prepare the human
resources with appropriate technical knowledge and skills that also increases the
employment opportunities of the graduates.

Ga g (dilad)/ABlSil) Cua (e ghaall/Gianinal) el it LalaBY) (5 gaadly dadi o &l e 2
ALY Belis
Ab pall o il sla) ) Lalai) Jgad ) geaal Al 2030 Asteal) 435
Atila glaal) 48 jaall 365y gl A agead (Al aglal) aa] aa] g4 cilaglaal) pal
AN 13 clalaB) jalas aaf (e cila glral) Gal Ao Baaiaall L gl giCil) ias
52901 30000 A (Aaalall A)dl) Al jal) Gua Ly 85 Gl glaal) Gl gd dlas Y dgalal) A4l
G Clabiia) 8 Cliial gay cila glaal) (al g A e ) Al g dal g sgdd i 3 el ol Jalay La
gl a3 s Jand)

LN

5. (AEN sl jghaall i Gaatioeal) el ¢pe Lgdlagiad atiw Al 4 gaiil) Sl Ao ja & e
Y (IR — il dad) — Slaial) sl —
1. The Information Security program plan is highly similar to the college programs
such as Software Engineering and Computer Engineering where Information
Security program should be distinct.

2. The program needs to be aligned as possible with international standards such
as IEEE and ACM in the subject.

3. The program needs to follow updates issued by the National Center for
Academic Accreditation and Assessment (NCAAA).

4. Develop Foundations for Advanced Degree Programs: To incorporate the
fundamentals of research in Information security that prepares the graduates
to pursue advanced and research-oriented degrees.

5. Support Socio-economic growth: To strengthen the skills of graduates and
inculcate in them the ethical values that can contribute to the socio-economic
development of the country.
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4. Total Credit Hours for Completing the Program: ( ...... 131....)

5. Professional Occupations/Jobs:

- Security specialist

- Security engineers

- Security consultant

- Security analyst

- Penetration tester

- Security administrator

- Network security specialist
- Digital Forensic Specialist
- Cryptographer

6. Major Tracks/Pathways (if any):

Credit hours Professional Occupations/Jobs

Major track/pathway (For each track) (For each track)

1. Not Applicable
2.
3.
4.
7. Intermediate Exit Points/Awarded Degree (if any):

Intermediate exit points/awarded degree Credit hours
1. Not Applicable
2.
3.
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B. Mission, Goals, and Learning Outcomes

1. Program Mission:

Prepare high-qualified graduates for information security program in education,
research through applying the highest quality standards to meet market
demands and serve community at reginal and national level.

2. Program Goals:

1. Employ knowledge and skills of information security to tackle security challenges
to IT systems and infrastructures.

2. Analyse, implement, and test information and network security solutions in an
enterprise context.

3. Install, configure, maintain, and manage the operations of information and network
security systems to achieve optimal technical performance and end-user support.

4. Work in team settings or individual capacity to research and develop solutions for
existing and emerging threats to IT infrastructures in networked environments.

5. Demonstrate commitment to attain the highest standards of ethical, legal, and
security skills that support information and cyber secure community and society.

3. Relationship between Program Mission and Goals and the Mission and Goals of the
Institution/College.

Consistency Matrix between Vision of the University and Vision of the Program
(University)
Local and regional leadership in knowledge dissemination,
research excellence, and sustainable community partnership.
Local

(Program) Rezcion Knovevledg }lliesearc Com;nunit
Becomlng a al Disseminat Excelle | Partnershi
promlneI}t _ Leaders ion nce p
information security hip
program in | Becoming
education, research | 4 . .
and community | prominent * *
services. ] .

Education .

Research *

Communi

ty

outreach. °

Consistency Matrix = 100%
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Consistency Matrix between Mission of the University and Mission of the Program

(Program)
Prepare
qualified  graduates
for information
security program in
education, research
through applying the
highest quality
standards to meet
market demands and
serve community at
reginal and national
level.

high-

(University)

society of knowledge.

Provide academic programs to prepare qualified graduates for
the labor market and produce scientific research that serves the
community by applying the highest quality standards and utilize

the university's human and technical resources to reach the

acade
mic

progr
ams

qualifie
d

graduat
es

labor
marke
t

scientific
research

serves the
community

Prepare
highly
qualified
graduates

information
security
program in
education

research

market
demands

Serve
community

4. Graduate Attributes:

1. Employ knowledge and skills of information security to tackle security challenges
to IT systems and infrastructures.

2. Analyse information and network security solutions with respect to their
implementation and testing in an enterprise context.

3. Configure information and network security systems, while maintaining and
managing their operations to achieve optimal technical performance and end-user

support.

4. Work in team settings or individual capacity to research and develop solutions for
existing and emerging threats to IT infrastructures in networked environments.

5. Demonstrate commitment to attain the highest standards of ethical, legal, and
security skills that support information and cyber secure community and society.
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* Add a table for each track and exit Point (if any)

5.Program learning Outcomes*
Knowledge and Understanding

K1 | Acquire the fundamental knowledge of computing including software, hardware,
mathematics, and science.

K2 | Recognize the process of computing and system including analyses, design, implementation,
and evaluation.

K3 | Explain the information security policies and procedures, project management, data and risk
management information systems, web design, network management, system integration
and architecture and mobility communication system.

K4 | Distinguish ethical principles, legal, social issues, and regulatory aspects that are relevant to
information security domain.

Skills

S1 | Utilize communication skills and knowledge to solve computer hardware, software, and
science problems.

S2 | Develop computer-based solution using appropriate techniques, programming languages,
and technology tools.

S3 | Install, configure, maintain, and manage the operations of information and network
security

S4 | Adapt skills and knowledge to conduct research in information security that addresses real
world problems and enables community outreach.

S5 | Use governmental and environmental regulations to develop Information security policies
within an organization based on professional ethics, privacy, security and legal
responsibility.

Values

V1 | Demonstrate responsibility, accountability, and practical cooperation during long life
learning.

V2 | Adhere to the ethical standards and legal rules related to computer and information
technology.

C. Curriculum

1. Curriculum Structure

Program Structure Requu"ed/ No. of courses Credit Percentage
Elective Hours
Required 7 0
Institution Requirements d - 15 11.5%
Elective
Required 12 0
College Requirements ! - 43 33%
Elective
P Redui Required 15 45 34%,
rogram Requirements Fiective 1 B A
Capstone Course/Project 2 6 4.5 %
Field Experience/ Internship 1 10 8%
Others
Total 41 131 100%

* Add a table for each track (if any)
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2. Program Study Plan

Type of
Pre- requiremen
Course . Required . . Credit ts
Loe Code (SRS or Elective Reanihe Hours (Institution,
Courses
College or
Department)
CSCE 101 Computer Programming | Required 4 College
Level | ENGL 109 English for Computer Required 2 College
1 MATH 101 Calculus I Required 4 College
PHYS 101 General Physics Required 4 College
ENGL 100 English Language Required 2 Institution
CSCE 102 Computer Programming II | Required | CSCE 101 4 College
CSCE 121 Discrete Structures Required 3 College
Required MATH College
Level | MATH 102 Calculus II 101 4 8
2 CENG 121 Digital Logic Required | PHYS 101 4 College
CRCL 115 University Life Skills Required 3 Institution
ISEC 231 Introduction to Required | prpe 5 Department
Information Security 3
ISEC 232 Data Structure and Required | g0 1) Department
Algorithms 3
Required CENG
Level | CSCE 353 CFundat'“ﬁffils "rl; 241,CEN Department
3 omputer Networks G121 3
CSCE 233 Probability & Statistics Required | CSCE 121 3 College
IC 111 Islamic Culture Required 2 Institution
MATH 260 Intro. to Diff. Eq & Lin. Required MATH 3 College
Algebra 102 &
CENG 241 Computer Organization Required CF;G 4 College
ARAB 100 Arabic Language Skill Required 2 Institution
ICS 334 Database Systems Required | CSCE 232 3 Department
ISEC 241 Web Design and Required | g0 10p 3 Department
Level Development
4 ISEC 242 Information Security Required ISEC 231 3 Department
Management
Required CSCE
AINT 361 Machine Learning 233, 3 Department
CSCE102
CSCE 352 Operating Systems Required C;ZEG 4 College
Network Security Required | ISEC 231,
ISEC 351 CSCE 353 3 Department
Required CSCE 353
Lesv 3! ISEC 352 DB Administration and & 3 Department
Security ISEC231 p
ISEC 353 Web Security Required ISEC 241 3 Department
ISEC 354 Information Security Required | gpco4) 3 Department
Polices and Laws
EDUC 125 Entrepreneurship Required 2
EDUC 1153 Work Values and Ethics Required 5 Institution
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Type of
Pre- requiremen
Course . Required . . Credit ts
Loe Code (SRS or Elective Reanihe Hours (Institution,
Courses
College or
Department)
Level ISEC 361 Wireless an(.i Mobile Required 3 ISEC 351 | Department
6 Security
Required ISEC 352
ISEC 362 Digital Forensics 3 & CENG | Department
241
Secure Software Required ISEC 231
ISEC 363 3 & CSCE Department
Development 102
ISEC 364 Ethical Hacking Required 3 ISEC 354 | Department
Required ISEC 351,
ISEC 400 COOP 10 ENG 110 Department
Level Required ISEC 351
7 ] 1 B
ISEC 470 Graduation Project I 3 ISEC 363 Department
ISEC 480 Graduation Project II Required 3 ISEC 470 | Department
Level | Free Elective Free Course Elective 3 Department
8 Elective Elective 11 Elective 3 Department
Elective Elective III Elective 3 Department
Elective Elective IV Elective 3 Department

* Include additional levels if needed
** Add a table for each track (if any)

3. Course Specifications

Insert hyperlink for all course specifications using NCAAA template

4. Program learning Outcomes Mapping Matrix
Align the program learning outcomes with program courses, according to the following desired levels of
performance (I = Introduced P = Practiced M = Mastered )
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Program Learning Outcomes

ourse code &

No Knowledge and understanding Skills Values

KI | K2 | K3 | K4 | K5 [ s1 | s2 | s3 [ s4a | s5 | s6 [ vi | w2

LEVEL 1

CSCE 101 I

ENGL 109

MATH 101 I

PHYS 101 I

ENGL 100

I T

ETEC 115 I

LEVEL 2

CSCE 102

CSCE 121

MATH 102

— = =] =
et |t | =] —

CENG 121

CRCL 115 1 1

LEVEL 3

ISEC 231 I I

CSCE 231 P P

CSCE 353 p p

CSCE 233 P P

IC 111 P P

MATH 260 P P

CENG 241 P P

ARAB 100 P p

ICS 334 p p

ISEC 241 P P P

ISEC 242 P P P

AINT 361 P P

EDUC 125 I I

CSCE 352

ISEC 351

ISEC 352

||

ISEC 353

ISEC 354

LEVEL 6

EDUC 115 P P P

ISEC 361 M M P

ISEC 362 P P P

a~)

ISEC 363 P P

ISEC 364 M M M

LEVEL 7

ISEC 400

£

ISEC 470

LEVEL 8

ISEC 480

Elective

Elective

Elective

ZIZ|E|E
ZIZIRIE|R
ZIZ|E|=R

Elective

*% * Add a table for each track (if any)

| 5. Teaching and learning strategies to achieve program learning outcomes
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Describe policies, teaching and learning strategies, learning experience, and learning activities, including
curricular and extra-curricular activities, to achieve the program learning outcomes.

Lectures
E-learning
Brainstorming
Group work
Demonstration
Discussion
self-study
Role plays
Problem solving
Case study

lab session

6. Assessment Methods for program learning outcomes.
Describe assessment methods (Direct and Indirect) that can be used to measure achievement of program learning
outcomes in every domain of learning.

Program Learning Outcomes, Assessment Methods, and Teaching Strategy work together and are aligned. They
are joined together as one, coherent, unity that collectively articulate a consistent agreement between student
learning and teaching. However, most of the assessment methods for program learning outcomes can be
summarized as follow:

Field Direct Methods Indirect Methods

Courses During the semester: e Survey by Students

e Internal and external
auditing for the courses.

e  Statistical Analysis of
each course

e Quizzes

e  Assignments

Exams (final and Mid-
term)

Project

Presentations

Report

Lab exam

After complete the course:

e Rubric

e  Measuring of PLOs from
Rubric of courses.

Program e Proficiency exam e  Evaluation of program by

students/Staff

Internal and external
auditing for the program.
Benchmark with other
programs

Statistical Analysis of
program.

For more details:

Guideline Manual for Programme/Course Learning Outcomes by DQAD.

D. Student Admission and Support:
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1. Student Admission Requirements

The number of accepted students is determined by the College councils and the deanship of admission and
registration. The eligibility criteria admit students are as follows:
=  An official high school leaving certificate is required either from inside or outside the Kingdom of
Saudi Arabia.
= The high school certificate is valid for two years for acceptance, exceptions in this regard referred to the
university council.
=  Applicants must have a character certificate of good conduct.
=  Applicants must pass all examinations and interviews listed by the university council.
=  Applicants must be medically fit.
= Ifthe applicant is working, approval from the employer is required.
=  Applicant must fulfil any other conditions or requirements required by the University Council during
the admission process.
= The admission of the applicants depends on high school percentage, interviews and acceptance exams
such as skills and summative exams.
= The minimum passing percentage of high school certificate and examinations may vary every year
depending on the number of students and the number of available seats in the course.
=  Admission in the College majors depends on preparatory year GPA (Grade Point Average), applicants’
choices, and seats available.
For more details,
=  Program Brochure for CSCE.
= Visit Admission Website for UoH/CCSE.
http://www.uoh.edu.sa/Subgates/Admission/Pages/default.aspx
http://www.uoh.edu.sa/Subgates/Faculties/ CCSE/academic_affairs/Pages/admi_reg.aspx

2. Guidance and Orientation Programs for New Students

The College of Computer Science and Engineering at the University of Hail includes the Computer Science
program has a well-structured unit for supporting and assisting students. However, it provides various services
available for all students’ levels. Also, students are given an orientation sessions in their first two weeks that
include:

(1) Introduction to the College environment,

(2) Brief description of CSCE program

(3) Different units that support the students and it objectives such as academic advising unit, students affair unit,
graduation unit, Coop unit, activities unit, permanent weak student committee, and computer club.

(4) Different College activities related to students.

(5) Different workshops for using Banner System and Balckboard.

In addition, each student is assigned to an academic advisor to guide him/her academically in terms of preparing
schedules for next semester, admission and registration issues and even personally, if needed.
For more details,
®  Banner System and Bb Student guides
®  Program guide.
®  Academic advising guide and website
http://www.uoh.edu.sa/Subgates/Faculties/Prep-Year/Pages/stu-guidance.aspx
http://www.uoh.edu.sa/Subgates/Deans/Registration/eserv/Pages/advigate.aspx.
=  Registration brochure and website
http://www.uoh.edu.sa/Subgates/Deans/Registration/Pages/default.aspx.
= Student affairs Unit
http://www.uoh.edu.sa/Subgates/Deans/Student-Affairs/Pages/Default.aspx.

3. Student Counseling Services
(academic, career, psychological and social )

= Each group of students are assigned to a faculty member.

=  The academic advisor will provide counselling for students in program planning, selection and
registration of courses, and activities.

= The academic advisor keeps a record of each student separately using approved templates to provide it
in a regular basis as per required by the academic affairs center.
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= Office hours for the advisor are scheduled for each course which is equivalent to the credit hours of the
course at least.
= Each advisor is responsible to announce for academic advising (3 hours per weak).
= Different training programs provided to help the students such as using Banner and Blackboard
Systems.
For more details,
= Academic advising guide.
http://www.uoh.edu.sa/Subgates/Deans/Student-Affairs/Evidence/Pages/default.aspx.
http://www.uoh.edu.sa/Subgates/Faculties/ CCSE/academic_affairs/academic_advising/Pages/guidance.aspx.

4. Special Support
(low achievers, disabled, gifted and talented)

The College of Computer Science established different committees to support students in different aspects.
For example, a committee to follow up low achievement and outstanding students. For low achievement students:
The committee has been established to guide and help the weak students with GPA less than 1 for three consecutive
semesters or who exceed more than 12 semesters. It is a distinctive committee of academic advising focuses on
the student’s problems and helps them to exceed their stumbles to improve their GPA and complete their
graduation on time

= Identify and know the problems faced by these students.

=  Identify the areas of faltering in these students.

= Suggest ways to solve problems that face the low achievement students and follow up the solutions.

=  Designing early detection tools for low achievement students.

= Evaluate the performance of low achievement students after applying the plan of improvement.

On other side, the committee follow up outstanding students to complete their graduation on time with high GPA
and solve any problem face these students during the study.

For more details:
= Mechanism to detect and follow up low achievement students.
= Mechanism to detect and follow up outstanding students.
=  Program guide.
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E. Teaching and Administrative Staff

1. Needed Teaching and Administrative Staff

Specialty Special Required Numbers
Academic Rank Requirements /
General Specific Skills (if any ) M F T
Information Information
Professors Security Security Academia 5 5 10
Associate Information Information Academia
Professors Security Security 5 5 10
Assistant Information Information Academia
Professors Security Security 5 5 10
Information Information Academia
Lecturers Security Security 10 10 20
Teaching Information Information Academia
Assistants Security Security ] 5 10
Technicians and Information Information
Laboratory Security Security Academia 5 5 10
Assistants
Administrative
and Supportive Administrative Administrative Administrative 10 10 20
Staff
Others ( specify ) 5 5 10

2. Professional Development

2.1 Orientation of New Teaching Staff

Describe briefly the process used for orientation of new, visiting and part-time teaching staff

For more details:

= Description of the program and department systems.

= Attendance of different lectures given by senior department members

= Attendance of teaching-skills sessions managed by specialist in this field.

= Attendance of senior department member on his first teaching assignment.

= Support the new member with different guides such as, Program guide, black board, banner system,
academic advisor.

= Support the new member with different resources used in teaching and research

New faculty members must go through orientation process which includes:

Book/Brochure Guides (Program, Bb, Banner system, academic advising)

2.2 Professional Development for Teaching Staff
Describe briefly the plan and arrangements for academic and professional development of teaching staff (e.g.,
teaching & learning strategies, learning outcomes assessment, professional development, etc.)

Improvement of skills in teaching and student assessment?
=  Encourage the teaching staff to attend workshops and training programs about teaching and student
assessment methods offered by QA and Development skills unit.
= Assess the requirements of training that are needed to improve the quality of teaching staff in teaching
and assessment.
= Use the technologies such as Blackboard to improve the teaching methods and students assessment.
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= Include the uses of different methods in the teaching and assessment in teaching staff evaluation.

Other professional development including knowledge of research?
=  Encourage the teaching staff to attend workshops and training programs about research projects, funds,
and quality of research by scientific research deanship, QA and Development skills unit.
=  Encourage the faculty member to make a research group and to propose a research project.
=  Encourage the teaching staff to make research partnership with other colleges, institutions or research
centres.
= Include the research activities in teaching staff evaluation.

F. Learning Resources, Facilities, and Equipment

1. Learning Resources.
Mechanism for providing and quality assurance of learning resources (textbooks, references and other resource
materials, including electronic and web-based resources, etc.)

Mechanism for providing and quality assurance of learning resources (textbooks, references and other resource
materials, including electronic and web-based resources, etc.)
= At the beginning of academic year, each faculty member supposed to submit a reference material
and used textbook for each courses assigned to him.
=  Each course coordinator prepares a meeting with other instructors to make decision about the
textbook for their course.
= Based on the course coordinator recommendations, the scientific committee collects and purchase
recommended textbooks at the end of each semester. It is also determine the number of textbooks for
at least 2 academic years.
= Course coordinator is responsible to upload all course material into the course folder, his website
and/or the Blackboard
= Provides training to students on how to use the university digital library and Blackboard system.

2. Facilities and Equipment
(Library, laboratories, medical facilities, classrooms, etc.).

Library:

= The library committee is responsible for reviewing of books/resources hardcopy/electronic that
available/needed in the library by the beginning or ending of the academic year. Then the committee
will write a report for the needed books based on the expected accepted students during two years.

= The recommendations of the course coordination in course specification and report will be considered
in the report of library committee.

= The library committee is responsible to fill a special form to purchase resources and textbooks
requested by college members and course coordinators.

= Finally, these requests are submitted to Chairman of department. The Chairman then submit all those
to the college Dean for further actions to process purchase form.

For more details:
e  http://www.uoh.edu.sa/Subgates/Deans/Libraries/Pages/Forms.aspx
e  http://www.uoh.edu.sa/Subgates/Deans/Libraries/Pages/E-Services.aspx

Class Rooms / Labs:
=  FEach course lab coordinator is responsible for reviewing and investigating the classroom and lab
resources i.e. software (DBMS, Programming IDEs ....etc), hardware (Projectors, PCs ...etc), number
of seats and classes/labs. Then the coordinator fill-in a request form that is submitted to the Chairman.
= The Chairman then submits all these classes/labs requests to Dean of faculty for further action of
purchasing.
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3. Arrangements to Maintain a Healthy and Safe Environment (According to the nature of
the program )

See the policies and rules for Security and Safety in Hail university
http://www.uoh.edu.sa/Subgates/Administrations/security/Pages/Default.aspx

G. Program Management and Regulations

1. Program Management

1.1 Program Structure
(including boards, councils, units, committees, etc.)
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Committees:

For academic affairs: Exam committee — schedule committee — program development committee — Strategic
plan committee - Senior project committee — Lab committee — Website development committee — Student
Activities committee - E-learning committee - Scientific committee — New promotion committee — Scientific
Seminar committee - Self-study committee — Proficiency exam committee — KPI committee — Internal auditing
committee.

1.2 Stakeholders Involvement
Describe the representation and involvement of stakeholders in the program planning and development.
(students, professional bodies, scientific societies, alumni, employers, etc.)

=  Department meeting (Students)

=  General Quality Committee in CCSE (Students — Professional Bodies)
=  Program Development Committee (Students — Professional Bodies)

=  Alumni (Professional Bodies — Graduate Students)

2. Program Regulations
Provide a list of related program regulations, including their link to online version: admission, study and exams,
recruitment, appeals and complaint regulations, etc.)

= Admission:
http://www.uoh.edu.sa/Sub gates/Admission/ Pages/ default.aspx
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=  Bylaw for studying and examination:
http://www.uoh.edu.sa/Subgates/Deans/Registration/UOHRegulations/Pages/Default.aspx

=  Admission and Registration Forms:
http://www.uoh.edu.sa/Subgates/Deans/Registration/reforms/Pages/Default.aspx

= The list of the rights and duties of the student - Disciplinary regulations for students - Student
subsidies - Student Fund List - Student Housing Regulations - Covenant Financial Expense Statement
Form- Mechanisms for dealing with violations - Mechanisms for submitting student grievances -
The mechanism of disciplining students - The mechanism of activating students' rights and duties -
Study list and tests for the preparatory year- List of study and tests for university rajah- The
organizational structure of the deanship of student affairs - The Procedural Guide to Deanship of
Student Affairs
http://www.uoh.edu.sa/Subgates/Deans/Student-Affairs/Evidence/Pages/default.aspx

= Policies and procedures
http://www.uoh.edu.sa/Subgates/Deans/Student-Affairs/Pages/Policies_Procedures.aspx

H. Program Quality Assurance

1. Program Quality Assurance System
Provide online link to quality assurance manual

Quality assurance manual is available in the following link.

e  https://liveuohedu-
my.sharepoint.com/:b:/g/personal/s_rasheedmir uoh edu sa/Ef FOGRuo7dAILGn8DSjDocBKKFH
R6uUE-V-V56kILXABBQ?e=SMn6dd.

e  http://www.uoh.edu.sa/Subgates/Deans/Developmentandquality/Departments/Quality/Pages/%d8%a5
%d8%b5%d8%af%d8%a7%d8%b1%d8%a7%d8%aa-
%d8%a7%d9%84%d8%a5%d8%af%d8%a7%d8%b1%d8%a9.aspx.

2. Program Quality Monitoring Procedures

Regular evaluations of quality must be undertaken within each course based on valid evidence and appropriate
benchmarks, and plans for improvement made and implemented. All stakeholders , teachers , and other staff
members are involved in the program must be committed to improving the quality of the program. Focus and
importance must be related to student learning outcomes with each course participating to the achievement
of overall program objectives, as well to meet the mission of program.

Monitoring of Program Quality Assurance:
1. Students overall evaluation of the quality of their learning experiences at program and institutional
level.
The proportion of courses in which student evaluations were conducted during the year.
Internal auditor evaluation of program's quality-related activities
External Auditing /reviewing of program as well Quality practices implementation.
Overall satisfaction of faculty, staff, and students on the quality-related activities.
Monitoring of Quality practices by deanship of Quality at program level, college level as well
institute level.

Sk v

3. Arrangements to Monitor Quality of Courses Taught by other Departments.

Well-defined mechanism to arrangements and monitor quality of course taught by other department through
follow up procedures, towards course folders, course reports by the end of each semester.

Official letters from college to other colleges regarding all the course related documentation submission. Course
evaluation conducted for such course to get the feedback about external instructors and provide the corrective
actions based on evaluation if required.
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4. Arrangements Used to Ensure the Consistency between Main Campus and Branches
(including male and female sections)

=  The university provides an approved and announced mechanism for communicating with both male and
female sections, including how to complete descriptions and reports. The decisions, programs, and
administrative organization between the two sections.

=  The university provides an approved and announced mechanism for communicating university branches
with the main branch, and it includes administrative organization between the different branches of the
university, and how the quality practices between the different branches of the university meet the same
program.

The mechanism to prepare a course report and a program report for the various branches is to:

*  Preparation of the course report at the level of the male’s section (the instructor)

*  Preparation of the report's report at the level of the female’s section (the teacher)

*  Prepare a report for a unified course that represents the two parts (the course coordinator)

*  Approval of course reports (Program Coordinator)

*  Preparing the program report (Program Coordinator)

*  Adopting program reports at the end of each semester and submitting them to the College Vice Dean
for Quality (Department Council)

*  Review and approve the program reports to be submitted to the College Board. (College Vice Dean
for Quality)

*  Approval of the department board approval record for program reports (College Board)

5. Arrangements to Apply the Institutional Regulations Governing the Educational and
Research Partnerships (if any).

None

6. Assessment Plan for Program Learning Outcomes (PLOs), and Mechanisms of Using
its Results in the Development Processes

The Program Learning Outcomes (PLOs) are assessed using two broad evaluation methods i.e. Direct method

and Indirect method annually. In direct method the outcomes are measured directly by setting up exams and

the results, the overall Courses Learning outcomes (CLOs) at the end of each semester using all assessment

methods, before graduation Internal/External Exit Exam. In indirect method the PLOs are measured using

surveys and ratios i.e. Course Evaluation Survey by Students, Field Experience Evaluation Survey, Courses

Pass Ratio, Program Evaluation Survey by Students, Student Experience Survey, Graduation Ratio,
Graduates Program Evaluation Survey, Employers Satisfaction Survey.

The overall program evaluation achieved by these methods also compared with other programs assessment
result to achieve the targeted benchmark. The results of these evaluations are used to improve the overall
program as for the outputs that not reached the satisfactory level improvement and support plans are designed
and implement.

7. Program Evaluation Matrix
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Evaluation

Evaluation

Areas/Aspects Sources/References Evaluation Methods Evaluation Time
. . . End of i
Leadership Faculty Survey, interview y:eiro academic
Effectiveness of
teaching & Students, Faculty Survey End of semester
assessment
Learning resources Students, Faculty Survey End of semester

Effectiveness of
teaching &

Graduate, Alumnai
,employers

Interview ,visits

End of academic
year

assessment

Evaluation Areas/Aspects (e.g., leadership, effectiveness of teaching & assessment, learning resources,
partnerships, etc.)

Evaluation Sources (students, graduates, alumni, faculty, program leaders, administrative staff, employers,
independent reviewers, and others (specify)

Evaluation Methods (e.g., Surveys, interviews, visits, etc.)

Evaluation Time (e.g., beginning of semesters, end of academic year, etc.)

8. Program KPIs*
The period to achieve the target ( ......... ) year.
No KPIs KPIs Target | Measurement Methods Measurement
Code Time
KPI-P-01 | Percentage of achieved 1.1-Operational plan One academic
indicators of the program 75% 1.2-Activities report of year

operational plan objectives

(i8)

operational plan

One academic
year

KPI-P-02 | The awareness and support | 75%
of the teaching staff and
2 administrators of the
mission of the

program/institution (i2)

2.1- survey for Mission
Vision Awareness

2.2- Analysis Report of
survey

KPI-P-03 | Students' Evaluation of 60% 3.1-Students Evaluation One academic
3 quality of learning survey. year
experience in the program 3.2- Analysis Report of
(i10) survey.
Students' evaluation of the | 75% 4.1-Courses evaluation Each academic
4 KPI-P-04 | quality of the courses (i6) 4.2-Course evaluation semester
Analysis report.
KPI-P-05 | Completion rate (i12) 70% 5.1-Registration statistics One academic
5 5.2- APR2018- 2019 year
KPI-P-06 | First-year students retention | 80% 6.1-Registration statistics One academic
6 rate (i1) 6.2- APR2018-2019 year
KPI-P-07 | Students' performance in 50% 7.1-Proficiency Exam One academic

7 the professional and/or
national examinations

Report (Sample exam
Jresult, ILO and PLO

year
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No g(l:c{: KPIs Target | Measurement Methods l%gi?:urement
analysis improvement
plan)
KPI-P-08 | Graduates’ employability 50% 8.1-List of Students enroll | One academic
8 and enrolment in for postgraduate studies year
postgraduate programs
(114,19)
KPI-P-09 | Average number of 25 9.1-Schedule of students One academic
9 students in the class enrollment record year
KPI-P-10 | Employers' evaluation of 70% 10.1-Employer Evaluation | One academic
10 the program graduates survey. 10.2- Analysis year
proficiency (i26) Report of survey.
KPI-P-11 | Student evaluation of the 75% 11.1-Student Evaluation of | One academic
11 Value and Quality of Field COOP quality survey. year
Activities (i15) 11.2- Analysis Report of
survey.
Students' satisfaction with 4.0 12.1-Student satisfaction One academic
12 | KPI-P-12 | the offered services survey. 12.2- Analysis year
(118,28) Report of survey.
KPI-P-13 | Ratio of students to 25:1 13.1-List of students One academic
13 teaching staff (i9) faculty wise from year
Academic advising unit
Percentage of teaching 75% 14.1-Faculty list 14.2-Load | One academic
14| KPI-P-14 | staff distribution distribution report year
KPI-P-15 | Proportion of teaching | 1% 15.1-List of faculty One academic
staff leaving the members for beginning of | year
. academic year
15 program (i37) 15.2-List of faculty
members for end of
academic year
KPI-P-16 | Percentage of 60% 16.1 -List of reprint of One academic
16 publications of faculty published papers year
. 16.2-List of staff members
members (136)
Rate of published 1:3 17.1-List and reprint of One academic
17 | KPI-P-17 | research per faculty published papers year
member (i42) 17.2-List of staff members
Citations rate in 60% 18.1-List of cited papers One academic
18 | KPI-P-18 | refereed journals per 18.2-List of staff members | year
faculty member (144)
KPI-P-19 | Relevance of the 75% 19.1-Faculty List with One academic
qualifications and assigned Courses 19.2- year
. Sample CV
experience of faculty
19
members to the
courses they teach
(117)
KPI-P-20 | The percentage of full- | 60% 20.1-Community services | One academic
time teaching staff Activities report year
20 members and the
others of
administrative staff
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No KPIs KPIs Target | Measurement Methods Measurement
Code Time
that participate in
community services
activities (149)
KPI-P-21 | Satisfaction of 4.0 21.2- Survey conducted to | One academic

beneficiaries with the measure the satisfaction of | year

21 . beneficiary to the learning
learning resources

; recourses

(113,27,33)

* including KPIs required by NCAAA

I. Specification Approval Data

Council / Committee

Reference No.

Date
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University of Ha'il
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Review of the academic program "Bachelor's
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= The name of the program:
"Bachelor of Sciences in Information Security"
= The program code according to the Saudi classification of specialties:
646
= Program code: ISec
= College Name: College of Computer Science & Engineering
= University year: 2021 / 2022
= The completion date of the report: 5/6/2022
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- Description of the program on the model of the National Center 2020
- Program guide
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Program evaluation items grade weicht grade of Reviews
(5) = item
A. Introducing the program and general information about 20
it:
Program name and matching to the Saudi 5 1 Excellent choice for
classification of specializations the program's name.
Meeting the
Total number of credit hours required to 5 1 requirement for the
complete the program bachelor's degree
gualification.
Cyber security jobs
top list of fastest-
Occupations/jobs for graduates in the 20 P . .
e v s 5 1 growing roles in Saudi
specialization 2
Arabia, LinkedIn study
shows.
Justified by economic,
social, cultural, and
Justifications for developing/establishing the .
5 1 technological
program . .
considerations, as well
as national
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The appropriateness of the program's mission. 5 5
The consistency of the program's mission with 5 5
the University/college mission
The appropriateness of the specific objectives 5 5 125
of the program and their measurement
Th iat f th

e appropriateness o e program 10 10

graduates’ attributes

The appropriateness of program learning outcomes with

specialty requirements

1- The appropriateness of knowledge and

: 5 (8)
understanding
1.1. Acquire the fundamental knowledge of
computing including software, hardware, 1.5 2

mathematics, and science.

Consider using the ABET SOs
such as: " An ability to apply
security principles and practices
to the environment, hardware,
software, and human aspects of a
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system. for easy mapping and
alignment in the process of
accreditation.
Consider using the ABET SOs
such as: "Design, implement,
2.1. Recognize the process of computing and system 40 and evaluate a computing-based
solution to meet a given set of
including analyses, design, implementation, and 1.5 2 computing requirements in the
evaluation. context of the program’s
discipline." for easy mapping
and alignment in the process of
accreditation.
3.1. Explain the information security policies and It is recommended to a align the
procedures, project management, data and risk PLOs with ABET SOs and
management information systems, web design, network 1 2 SCybe_:r-Edu Program .
Descriptors for easy mapping
management, system integration and architecture and and alignment in the process of
mobility communication system. accreditation.
It is recommended to a align the
4.1. Distinguish ethical principles, legal, social issues, PLOs with ABET SOs and
and regulatory aspects that are relevant to information 1 2 SCyber-Edu Program

security domain.

Descriptors for easy mapping
and alignment in the process of
accreditation.
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2- Suitable skills

(10)

45

2.1. Utilize communication skills and knowledge to
solve computer hardware, software, and science

problems.

¢ Aligned with SCyber-Edu:
"Communicate in appropriate
forms to demonstrate
knowledge, specialized skills
and advanced concepts; and
build professional and social
relationships."

® Aligned with ABET:
"Communicate effectively in a
variety of professional contexts."

2.2. Develop computer—based solution using appropriate
techniques, programming languages, and technology

tools.

1.5

Consider using the ABET SOs such
as: "Analyze a complex computing
problem and to apply principles of
computing and other relevant
disciplines to identify solutions."

2.3.

operations of information and network security

Install, configure, maintain, and manage the

1.5

Consider using the ABET SOs such
as: "An ability to analyze and
evaluate systems with respect to
maintaining operations in the
presence of risks and threats." for
easy mapping and alignment in the
process of accreditation.
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2.4. Adapt skills and knowledge to conduct research in
information security that addresses real world problems

and enables community outreach.

One of the ABET Student
Outcomes is missing which is
""Function effectively as a
member or leader of a team
engaged in activities appropriate
to the program’s discipline."

Also, the Saudi Cybersecurity
Higher Education Framework
require the following Program
Descriptors "Work cooperatively
and constructively, with the
ability to lead, practice
entrepreneurship and perform a
wide range of tasks with
responsibility."

Aligned with SCyber-Edu: "Use
study, investigation and research
methodologies in cybersecurity
projects and activities."

2.5. Use governmental and environmental regulations to

develop Information security policies within an

organization based on professional ethics, privacy,

security and legal responsibility.

Aligned with ABET: "Recognize
professional responsibilities and
make informed judgments in
computing practice based on
legal and ethical principles."

3- The appropriateness of values

20
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University of He'il
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.. Relative .
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Aligned with SCyber-Edu: "
3.1. Demonstrate responsibility, accountability, and Participate actively in
practical cooperation during long life learning 2 2 developing the field of
) cybersecurity and community
service."
Aligned with SCyber-Edu:
3.2. Adhere to the ethical standards and legal rules "Adhere to the ethics and
. . p 2 standards of the cybersecurity
related to computer and information technology. profession; and demonstrate
responsible citizenship."
C- Completing the curriculum of the program e 450=360
e Components of the study plan:
i. Determining compulsory and elective 5 5
courses
ii. Determining the number of hours 5 5
approved for the program
iii. Determining the requirements of the The course EDUC 125 missing "Type
. . 5 5 of requirements (Institution, College
university, college and program or Department
iv. Determining the graduation project 5 5




Form No HU-QMS-F-
12/125
report Issue No 02
Review of Program academic Issue Date 01-02-2021
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JJloé 2 plo Rev. No 00
University of He'il
ltem . Total
. Relative .
Program evaluation items grade weicht grade of Reviews
(5) = item
v. Defining field training/experience of the 5 5
last year
Program courses:
i. Identifying the names, courses and hours
approved for each course of the study 5 5
plan
ii. Distribution of courses at study levels 5 5
For the course ISEC 231, the
prerequisites ETEC 115 does
not exist, please check.
For the course CSCE 353
iii. Identifying the prerequisites for the (level 3), the prerequisites
" ying P 9 5 5 CENG 241 (level 4) exist in a
courses higher level while it should be
in level 1 or 2, please check.
For the course ICS 334, the
prerequisites CSCE 232 does
not exist, please check.
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. Relative .
Program evaluation items grade weight grade of Reviews
(5) & item
For the course ISEC 400, the
prerequisites ENG 110 does
not exist, please check.
Components of field experience required:
i. A brief description of field experience 1 5 Course Specifications
activities are not attached.
ii. Availability of basic learning outcomes 1 5 Course Specifications
needed from the field experience are not attached.
iii. Availability of an approved plan for the 5 5
implementation of field experience
Project/search requirements:
i. Availability of a description of 1 5 Course Specifications
graduation project/research are not attached.
ii. Identifying the most important target e as
) ying P g Course Specifications
learning outcomes from the 1 5
. are not attached.
project/research

Program learning outcomes matrix:
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I. The program matrix was set up in the
light of updated NCAAA forms and
courses were distributed and levels 5 5
were distributed (I = foundation level, P
= practice level, M = level of mastery)
A number of PLOs are missing
mapping to courses with "l =
foundation level" such as K4, S5,
ii. How logical it is to achieve courses for V2 or "P = practice level" such as
targeted learning outputs for the 3 5 >4 I‘(’; '\g'f level of mastery such
as K2, S1.
program
In K2, the "I" is at a higher level
while the P in lower levels, it
should be the other way around.
iii. All targeted learning outcomes are
achieved through the courses of the 5 5
program without exception of any skill or
knowledge
The appropriateness of the teaching and
learning strategies used to achieve the 5 5
learning outcomes of the program.
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(5) item
5 Ways to evaluate the learning outcomes 5 5
of the program

D- Meeting the procedures for ensuring the quality of the . 175=100
program

The program's quality assurance system

manual is prepared to include program quality The link is not
1 | control procedures, including quality control 1 5 working.

procedures for program courses studied

through other scientific departments.

Availability of procedures to ensure equality
2 |in all places where the program takes place 5 5

(male - female - branches)

A plan has been developed to measure .

learning outcomes at the program level and Fontlnuous
3 . . . . 4 5 improvement process

mechanisms to benefit from their results in . .

development processes is required.

The program quality evaluation matrix has
4 | been developed and the areas of the 5 5

evaluation have been shown, their sources,
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the method used and the timing of
implementation for each method
The list of the main performance indicators of KPI-P-08 could be improved by
. . v . . adding the time frame, such as
the program (including the indicators required "Graduates’ employability and
by the National Center for Evaluation and 4 5 enrolment in postgraduate
Academic Accreditation) has been included programs within six months of
and the target level and methods and timing graduation. o
of measuring each indicator have been met. KPI-P-18 state "Citations rate
while the target is Percentage %,
please review.

Total percentage = (710 / 830)x 100 = 86%
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Rev. No 00

The reviewer saw in the program:

A. Additional items

Opinion of external reviewer

Item -
Yes No Notes/recommendations

Is the current program keeping pace with v ]
the latest developments in specialization? °
Is the program characterized by the novelty v ]
of the proposed courses? °
Is the current program parallel to the °
corresponding programs at leading v °
universities? °

e It is recommended to a align the PLOs with
Does the program cover quality v ABET SOs and SCyber-Edu Program
requirements and academic accreditation? Descriptors for easy mapping and alignment in

the process of accreditation.
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University of He'il

B. Other recommendations/observations (remember):

The program addresses the needs of the strategic workforce in Saudi Arabia.

The program plan is well designed meeting the Major requirements.

It is suggested that PLOs be aligned with ABET SOs and SCyber-Edu Program Descriptors for simple
mapping and alignment during the accreditation process.

Prerequisites require review.

In preparing the Course Specifications, it is suggested to be compliant with the ABET accreditation standards
and covers the following knowledge areas according to the IEEE / ACM Cybersecurity Curricula guidelines
recommendation: 1) Data Security 2) Software Security 3) Component security 4) Connection Security 5)
System Security 6) Human Security 7) Organizational Security 8) Societal Security. Also, it is recommended
to align with the Saudi Cybersecurity Higher Education Framework (SCyber-Edu — 1: 2020) for the Bachelor
(Cybersecurity Major).
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Rev. No 00

A. Recommendation of external references:
M Accepting the program

OPoposing the program after taking corrective action

OThe program is not acceptedno

External references: ....... Dr. Abdullah M. Almuhaideb

SIgNAtUre: ..oovoeeeeeeeeeeeeeee, B“' ..................

o

Report completion date: 5 /6 /2022
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Report
Review of the academic program "Bachelor's
Degree"

= The name of the program: Information Security

= The program code according to the Saudi classification of specialties: 061203

= Program code: isec

= College Name: College of Computer Science and Engineering

= The completion date of the report: 16/4/2022

= Evaluator:

Name Degree College/University Signature
Dr. Assistant Deanship of
i
Mohammed Quality and
. Professor
Altamimi Development
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Program evaluation grade Relative grade Reviews
items (5) weight of
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about it:

A. Introducing the program and general information

Program name and
matching to the Saudi
classification of
specializations

Total number of credit
2 hours required to
complete the program

Occupations or jobs for

the program

3 which students are

qualified

Justifications for -
4 developing/developing

e The program name

“Bachelor of Science in
Information Security” is
aligned with NQF.

Total credit hours is 137
divided into two-semester
plan) which is in
accordance with NQF
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B

The program's mission, objectives and outcomes have
been determined

The appropriateness of

the specific objectives

1 e
the program's mission.
The program's mission
5 is consistent with the
University/college
mission
3 The appropriateness of -

The program mission
contains education
graduate, research and
community services
however the missing need
to be checked
grammatically

The mission is consistence
with university mission.
However, program mission
need to be match with
college mission.
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of the program and
they are measurable

The appropriateness of - -
the program graduates’
attributes

The appropriateness of program learning
outcomes with specialty requirements

Revies attribute number 2
and 3 so it starts with single
verb.

All the PLOs should be
revised. We will provide
you two PLOs from the
knowledge, three PLOs
from the skills, and two
values that should be
unified among all the
Bachelor’s programs in the
CS College. Then, each
program has to add its
specific specialized PLOs.
This is due to the shared
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items (5) weight of
item

courses that are taught in
all the programs.

1- The appropriateness of - -
knowledge and
understanding
- - e Some of Skills ILOs might
exist in the CS PLOs. Try to
exclude extra ILOs once
) . you receive the unified
il De PLOS from the CS program.
e You need to revise S3 If you
want to consider it, so it
starts with single verb
- - e Keep the ILOS from the CS
3- The program as it is. This will be
appropriateness of shared with all the
values programs.
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5

Completing the curriculum of the program

1 | ® Components of the study plan:

Determining -
compulsory and
optional decisions

. Determine the number

of hours approved for
the program

Determining the -
requirements of the
university, college and
program

. Determining

the -

graduation project

Compulsory and optional
decisions are determined

Number of hours are
determined 137 hours.
However, the average hours
among the rest of programs is
130-133.

Requirements are determined

1.Credit hour for Graduation Project |
is 2 hours in other programs
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item
2.Credit hour for Graduation Project Il
is 4 hours in other programs
v. Defining field -
training/year of field training is determined
excellence

Program courses:

. Identify the names,
courses and hours
approved for each

course of the study plan

Some courses are similar with
other program. Try to
unified the course name
and code. And check with
other program in case any
changes for example:

1.Data Structure and
Algorithms = CSCE 231

2.Fundamentals of Computer
Networks= CSCE 353
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3.Web Design and
Development= CSCE 362
4. Machine Learning
L - - Course at level 6 need to have
ii. Distribution of courses
at least two-hours lab.
at study levels
- 'dent'fy, . the ) ) Courses are identified.
prerequisites for the
courses
3 Components of field experience requirements:
i. A brief description of - -
field experience e It can be uploaded later
activity
ii. Availability of basic - -
:f:;::;g fm:nutcofri\::ds e It can be uploaded later
experience
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Availability of an
approved plan for the
implementation of field
experience

Program learning outcomes matrix:

4 Project or search requirements:
i. Availability of a - -
description of
graduation
project/research
ii. Identify the most - -
important target
learning outcomes
from the
project/research
5

. The program matrix

was set up in the light

It can be uploaded later

It can be uploaded later

It can be uploaded later

You will receive the
mapping for the CS
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of updated NCAAA
forms and courses
were distributed and
levels were distributed
(I = foundation level, P
= practice level, M =
level of mastery)

. How logical it is to
achieve courses for
targeted learning

outputs for the
program

All targeted learning
outcomes are achieved
through the courses of

courses. You only need to
map the new courses of
the Information Security
program with the added
PLOS.

Program matrix need to be
developed and each PLO is
covered by at least three
courses on three different
levels (I,P,M).
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the program without
exception any skill or
knowledge

The appropriateness of
the teaching and
learning strategies used

Please reconsider adding

outcomes of the
program

) . i trategies for h
6 to achieve the learning ;el_?)chmtis Pz egles for eac
outcomes of the Inthe F>.
program.
- e Assessment strategies are
] not included for each PLO.
Appropriate - ways _t° The program should take
evaluate the learning _
7 special care when

designing assessment
strategies especially for
value domain ILOs.

the program

D- Fulfilling the procedures for ensuring the quality of
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The program's quality
assurance system
manual is prepared to

developed to measure

include program
quality control
1 procedures, including
quality control
procedures for
program courses
studied through other
scientific departments.
Availability of -
procedures to ensure
) equality in all places
where the program
takes place (male -
female - branches)
3 A plan has been -

It can be uploaded later

It can be uploaded later
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learning outcomes at
the program level and
mechanisms to benefit
from their results in
development processes

The program quality - -
evaluation matrix has
been developed and
the areas of the
4 evaluation !1ave been e It can be uploaded later

shown, their sources,
the method used and
the timing of
implementation for
each method

The list of the main - -
performance indicators
of the program
(including the

e List of 21 KPIs along with
target levels, measurement
methods need to be added
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indicators required by
the National Center for
Evaluation and
Academic

Accreditation) has been
included and the target
level and methods and
timing of measuring
each indicator have
been met.

Total percentage = (485 / 830)x 100 =--

Other recommendations/observations:

e The program needs to upload the program specification.
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e Many items in document can be easily merged in the program specification.

e The program should reconsider adding new PLOs after the proposed unified PLOs for all the bachelor’s
program in the CS College.

e The program should map the new courses with program learning outcomes matrix.

e The program should reconsider adding lab hours for the course that may need labs.
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