
 

 
  م ٢٠١٧ سرام ٢٧ خیراتب  ASIC ةیناطیربلا ةئیھلا نم ةدمتعم ةعماج
 

 عساتلا عامتجلاا رضحم
 يعماجلا ماعلل ةیلكلا سلجمل

 ـھ١٤٤٣-١٤٤٢

 

 
 

 )سوGرولاEFلا ةجرد – تامولعملا نمأ جمانرب دامتعا( ثلاثلا ع&ضوملا
 
 ١٣١ عومجI تامولع,ا نمأ سويرولاكب جمانرب دامتعا لوح ةي:داك8ا نوئشلل ةيلكلا ةلاكو نم مدق,ا بلطلا ةشقانم
 ام عيمجو تاقفر,ا ف ةحضو,ا فاده]ا ةلاسرلاو ةيؤرلا بسحبو ,ـه١٤٤٤-١٤٤٣ عقوتم ءدب خيراتب ةدمتعم ةعاس
 يدوعسلا فينصتلا ليلدو ةيند,ا ةمدiا ةرازوو تgهؤملل ينطولا راطcل اقفو ةي:داك]ا جمانربلا تانوكI قلعتي
  .نهملل
 
 
 :ة<صوتلا

 

 
 
 
 
 
 
 
 
 
 

 قفاو,ا ـه٠٣/١١/١٤٤٣ خيراتب )٢٠٢١/٢٠٢٢-٩( مقر هتسلجب يل]ا بساsا ةسدنهو مولع ةيلك سلجم ىصوأ
 خيراتو )٣/١٠/٢٠٢١/٢٠٢٢( مقر تامولع,او بساsا مولع مسق سلجم ةيصوت ىلع ةقداص,اب  م٠٢/٠٦/٢٠٢٢
 سويرولاكب جمانرب دامتعا لوح ةي:داك8ا نوئشلل ةيلكلا ةلاكو نم مدق,ا بلطلا ىلع ةقفاو#اب  م٠٢/٠٦/٢٠٢٢
 ةيؤرلا بسحبو ,ـه١٤٤٤-١٤٤٣ عقوتم ءدب خيراتب ةدمتعم ةعاس ١٣١ عومجI تانايبلا مولع عومجI تامولع,ا نمأ
 ينطولا راطcل اقفو ةي:داك]ا جمانربلا تانوكI قلعتي ام عيمجو تاقفر,ا ف ةحضو,ا فاده]ا ةلاسرلاو
  .نهملل يدوعسلا فينصتلا ليلدو ةيند,ا ةمدiا ةرازوو تgهؤملل



 
تامولعملاو يللآا بساحلا مولع مسق      Information and Computer Science  
 10th Department Meeting       رشاعلا مسقلا سلجم           

 

 
  ٥  

 

 

 )سوTرولا5=لا ةجرد – تامولعملا نمأ جمانرب ثدحتسا بلط( ثلاثلا ع@ضوملا

 ،ـھ١٤٤٤-١٤٤٣ عقوتم ءدب خیراتب ةدمتعم ةعاس ١٣١ عومجمب تامولعملا نمأ سویرولاكب جمانرب دامتعا ةشقانم
 راطلإل اقفو ةیمیداكلاا جمانربلا تانوكمب قلعتی ام عیمجو تاقفرملا يف ةحضوملا فادھلاا ةلاسرلاو ةیؤرلا بسحبو
  .نھملل يدوعسلا فینصتلا لیلدو ةیندملا ةمدخلا ةرازوو تلاھؤملل ينطولا
 

 

 

 

 :ة1صوتلا

 ةقفاوملاـب 02/06/2022 خیراتب 2021/10-2022 مقر ھتسلجب تامولعملاو يللاا بساحلا مولع مسق سلجم ىصوأ
 ءدب خیراتب ةدمتعم ةعاس ١٣١ عومجمب تامولعملا نمأ سویرولاكب جمانرب دامتعا لوح مسقلا ىلإ مدقملا بلطلا ىلع
 جمانربلا تانوكمب قلعتی ام عیمجو تاقفرملا يف ةحضوملا فادھلاا ةلاسرلاو ةیؤرلا بسحبو ،ـھ١٤٤٤-١٤٤٣ عقوتم
 .نھملل يدوعسلا فینصتلا لیلدو ةیندملا ةمدخلا ةرازوو تلاھؤملل ينطولا راطلإل اقفو ةیمیداكلاا
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 جم7رب ريوطت/ثادحتسلا دحولما جذومنلا
لئاح ةعمابج ييمداكأ  

ةيناثلا ةخسنلا  
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 ةرازو – ة)عا18جلاا ة)128لاو ةE(CDلا درا&8لا ةرازو( ل8علا ق&3- ة)2ع8لا تاه"لا عم 4)123لا تا-ا+خ ()ف&ت #"! :ا+ج ة(هم ة%$#لم

 4<=>*لا وأ ثا'8*سلاا تاءا4جإ يقا/ .-ف+*ب ء'#لا ل#ق ي8!داكلأا جمان(Cلا (E&+ت/ثا1UVسا- 4لع1ت ي1لا تا)ص&1لا ل&ح )1L+(Mلاو دا1Kقلاا
 

 :جمانL7لا76K Bع1لا :لاًوأ

 :)ةB=HلGنلااو ة4EBعلا 9BCغللا@( ه=مرو ح94ق(لا جمان34لا 1سا-1

 ةيبرعلا ةغلل+ جم)برلا مسأ
 --------------------------- ةيبرعلا ةغلل+ زيمترلا تامولعلما نمأ 

 ةيزيلنجلاا ةغلل+ جم)برلا مسأ
 

Information Security ةيزيلنجلاا ةغلل+ زيمترلا ISec 

  :اهل ع@ا9لا ةBلKلا -2
 يللآا بساحلا ةسدنھو مولع ةیلك
  :جمان34لا ه#RS T)Uلا ي(لعلا لهN(لا -3
 تامولعملا نمأ يف مولعلا سویرولاكب
 فینصتلا ىلع دمتعملا نھملل يدوعسلا فینصتلا لیلدو ،ةیندملا ةمدخلا ةرازوو ،تلاھؤملل ينطولا راطلإا عم لھؤملا ىمسم قفاوت بجی
 )ISCO_08( يلودلا

 :جمان34لا لا(كلإ ة+(9ع(لا تاعاYلا ع$(Gم -4
................................................................................................................ 
 تاعاسلا ددع( تلاھؤملل ينطولا راطلإا ةقیثوب ءاج ام قفو يسارد لصف لكلو جمانربلل ةیلامجلإا ةدمتعملا تاعاسلا ددع قفاوت بجی(
 )يسارد لصف لكل ةدمتعم ةعاس 18-15 نمو ةدمتعم ةعاس 180-120 جمانربلل ةیلامجلإا ةدمتعملا

  :)ر$g(لا وأ ث+Y9#(لا( جمان34لا ء+3ل عق$9(لا خHرا9لا -5
 ـھ  1444/1443عماجلا ماعلل لولأا يساردلا لصفلا

  :؟ل+ع(لا جمان34لا ما+9qسا اهBف 1ت ي9لا ةUBم=لا ة+(لا ام ،اY9)4ًم جمان34لا ناk اذإ -6
 ثدحتسملا جمانربلا ذیفنتب ءدبلا متی مل
 

 :؟9g$H4لا@ vصواو Y9)4(لا جمان34لا BB1ق9ب vماق ي9لا ةهGلا/ ةYسN(لا يه Cم -7
 ...................... ةفB%$لا ...................... يلخا+لا عجا4(لا 1سأ
 ...................... ةفB%$لا ...................... يجراqلا عجا4(لا 1سأ

 ...................... ةفB%$لا ...................... )Rk4ت( }4خأ
 :)جمان34لا �UYم( جمان34لا Cع لوYN(لا ~q{لا عق$مو 1سا ام -8

 ...................... ةفB%$لا ...................... 1سلاا
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 :ر%,$لا/ث*R12$لا جمانL7لا فا*هأو ةلاسرو ة6ؤر :اNناث

 :جمانربلا ةیؤر -1

Aiming to achieve excellence in information security programs in education, 
research and community services regionally and nationally. 

 

 :جمانربلا ةلاسر -2

Prepare high-qualified graduates for an information security program in 
education, research through applying the highest quality standards to meet 
market demands and serve the community at regional and national level. 

 

 :جمانربلا فادھأ -3

 

1. Provide students with the main knowledge and skills that enables them 
to work in various fields of information security. 

2. Prepare professional graduates that contribute effectively to community 
service and innovating appropriate solutions to problems related to 
information security. 

3. Encourage student to adhere to legal, regulations, ethical and social 
values in their professional practices. 

4. Encourage a stimulating academic environment for research and 
development. 
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 :ةعماجلا فادھأو ةلاسرو ةیؤر عم جمانربلا فادھأو ةلاسرو ةیؤر قفاوت ةفوفصم -4

 Consistency Matrix between Vision of the University and Vision of the Program 

(Program)  

Becoming a 
prominent 
information security 
program in 
education, research 
and community 
services. 

 

 

 

(University)  

Local and regional leadership in knowledge dissemination, 
research excellence, and sustainable community partnership.  

  

Local 
& 

Region
al 
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Knowledg
e 

Disseminat
ion  

Researc
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Excelle
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Communit
y 

Partnershi
p 

Becoming 
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•  •  

 

 

•  

 

 

•  

Education •  •    

Research   •   

Communi
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•  

Consistency Matrix = 100% 

 

 

Consistency Matrix between Mission of the University and Mission of the Program   
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(Program)  

Prepare high-
qualified graduates 
for information 
security program in 
education, research 
through applying the 
highest quality 
standards to meet 
market demands and 
serve community at 
reginal and national 
level. 

 

  

(University)  

Provide academic programs to prepare qualified graduates for 
the labor market and produce scientific research that serves the 
community by applying the highest quality standards and utilize 

the university's human and technical resources to reach the 
society of knowledge.  

  

acade
mic 

progr
ams  

qualifie
d 

graduat
es  

 labor 
marke

t  

scientific 
research  

serves the 
community

  

Prepare 
highly 

qualified 
graduates 

 •     

information 
security 

program in 
education 

•  •     

research     •   

market 
demands   •   •  

Serve 
community     •  
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 ن;:ت نأ ىلع ة4ساسلاا تار#/.لا ة*ا)' ىج#ی( :جمانL7لا )67%,ت( ثا*12سا تارL7م :اSًلاث

 )تاعماEلا ماOن L/4M)ل اه)IJهاج Gم عف#لاو ةعماEلا يف ل;?)لا ة4ل.عل ةقق?مو ة.عاد

 :لمعلا قوس تاجایتحا عم روطملا/ثدحتسملا جمانربلا ةمئاوم تارربم .1
2. Satisfy the Needs of Domestic and International Markets: To blend the theories and 

practices to equip the graduates that can address complex scientific and engineering 
problems relevant to domestic and international markets.  

3. Pursue the Saudi Vision 2030: The program for Information Security must support state-
of-the-art curricula that focus on producing graduates with scientific knowledge, 
cybersecurity skills, leadership and innovation to support the Saudi Vision 2030.  

4. Human Resource and Employment Opportunities: To prepare the human resources with 
appropriate technical knowledge and skills that also increases the employment 
opportunities of the graduates. 

 )دئاعلا/ةفلكتلا( ثیح نم روطملا/ثدحتسملا جمانربلل ةیداصتقلاا ىودجلاب ةطبترم تارربم .2
 :قافنلاا ةءافك قیقحتو

 .ةفرعملا ىلع مئاق داصتقا ىلإ اھداصتقا لوحت ىلإ حمطت يتلا 2030 ةكلمملا ةیؤر .1
 .ةیتامولعملا ةفرعملا ةروث ریوطت يف مھست يتلا مولعلا مھأ دحأ وھ تامولعملا نمأ .2
 .نرقلا اذھ تایداصتقا رداصم مھأ نم تامولعملا نمأ ىلع ةدمتعملا ایجولونكتلا ربتعت .3
 لداعی ام وھو ریال 30000 يھ )ةعماجلل ةیتاذلا ةساردلا بسح ابیرقت( تامولعملا نمأ جیرخ دادعلإ ةیداملا ةفلكتلا .4

 نم دیزی لمعلا قوس تاجایتحا يبلت تافصاومب تامولعملا نمأ جیرخ دادعإ يلاتلابو .دحاو رھشل ریبخ ةرجأ نمث
 .دئاوعلا
 

 دعبلا( روطملا وأ ثدحتسملا جمانربلا نم اھفادھتسا متیس يتلا ةیومنتلا داعبلأاب ةطبترم تارربم .5
:)خلا........... – يمیلعتلا دعبلا – يعامتجلاا دعبلا – يفاقثلا  

1. The Information Security program plan is highly similar to the college programs such as 
Software Engineering and Computer Engineering where Information Security program 
should be distinct. 

2. The program needs to be aligned as possible with international standards such as IEEE and 
ACM in the subject. 

3. The program needs to follow updates issued by the National Center for Academic 
Accreditation and Assessment (NCAAA). 

4. Develop Foundations for Advanced Degree Programs: To incorporate the fundamentals of 
research in Information security that prepares the graduates to pursue advanced and 
research-oriented degrees.  

5. Support Socio-economic growth: To strengthen the skills of graduates and inculcate in 
them the ethical values that can contribute to the socio-economic development of the 
country.  
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 :ةف*هR1$لا _لع1لا تاجB$\7 اه1قلاعو جمانL7لا ي76Cخ WئاVخ :اًعBار

 :جمانربلا اذھ مامتإ دعب نیجیرخلا يف اھرفوت بجاولا صئاصخلا -1

1. Employ knowledge and skills of information security to tackle security challenges 
to IT systems and infrastructures. 

2. Analyse information and network security solutions with respect to their 
implementation and testing in an enterprise context. 

3. Configure information and network security systems, while maintaining and 
managing their operations to achieve optimal technical performance and end-user 
support. 

4. Work in team settings or individual capacity to research and develop solutions for 
existing and emerging threats to IT infrastructures in networked environments. 

5. Demonstrate commitment to attain the highest standards of ethical, legal, and 
security skills that support information and cyber secure community and society. 

 
 

 

 

 

 :جمانربلا نم ةعقوتملا ملعتلا جتاون -2
 )تلاھؤملل ينطولا راطلإا ةقیثوب اھیلع صوصنملا ملعتلا تلااجم قفو(

 :مھفلاو ةفرعملا -أ

Knowledge: 

Upon successful completion of an undergraduate Information Security program, graduates 
should be able to: 

K1. Acquire the fundamental knowledge of computing including software, hardware, 
mathematics, and science. 
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K2.  Recognize the process of computing and system including analyses, design, 
implementation, and evaluation. 

K3 Explain the information security policies and procedures, project management, data 
and risk management information systems, web design, network management, 
system integration and architecture and mobility communication system. 

K4. Distinguish ethical principles, legal, social issues, and regulatory aspects that are 
relevant to information security domain. 

 :تاراھملا -ب

Skills: 

Upon successful completion of an undergraduate Information Security program, graduates 
should be able to: 

S1 Utilize communication skills and knowledge to solve computer hardware, software, 
and science problems. 

S2 Develop  computer-based solution using appropriate techniques, programming 
languages, and technology tools. 

S3 Install, configure, maintain, and manage the operations of information and network 
security 

S4 Adapt skills and knowledge to conduct research in information security that addresses 
real world problems and enables community outreach. 

S5 Use governmental and environmental regulations to develop Information security policies 
within an organization based on professional ethics, privacy, security and legal responsibility. 

 
 

 

 

 :میقلا -ج

Values: 
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Upon successful completion of an undergraduate Information Security program, graduates 
should be able to: 

V1. Demonstrate responsibility, accountability, and practical cooperation during long life 
learning. 

V2. Adhere to the ethical standards and legal rules related to computer and information 
technology. 

.. 

 :ةفدھتسملا ملعتلا تاجرخم عم جمانربلا يجیرخ صئاصخ نیب قفاوتلا ةفوفصم -3

 )داوكأ( ةفدھتسملا ملعتلا تاجرخم نیجیرخلا صئاصخ ةمئاق
Employ knowledge and skills of information security 
to tackle security challenges to IT systems and 
infrastructures .  

K1 
S1 

V2 

Analyse information and network security solutions 
with respect to their implementation and testing in an 
enterprise context. 

K2,	K3 
S1 
V2 

Configure information and network security systems, 
while maintaining and managing their operations to 
achieve optimal technical performance and end-user 
support. 

K2,	K4 
S2,	S3,	S5 

V1 

Work in team settings or individual capacity to 
research and develop solutions for existing and 
emerging threats to IT infrastructures in networked 
environments .  

K1,	S2,	S4,	V1 

Demonstrate commitment to attain the highest 
standards of ethical , legal , and security skills that 
support information and cyber secure community and 
society 

K3,	S4,	S5,	V2 

 

 ،ةیندملا ةمدخلا ةرازوب صصختلاب ةطبترملا فئاظولا قفو( :جمانربلا اذھ مامتإ دعب جیرخلا اھب لمعی نأ عقوتملا فئاظولا -4
 ))ISCO_08( يلودلا فینصتلا ىلع دمتعملا نھملل يدوعسلا فینصتلا لیلدو

- Security specialist - Security engineers - Security consultant 
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- Security analyst - Penetration tester - Security administrator 

- Network security specialist - Digital Forensic Specialist - Cryptographer 

 )ةیساردلا ةطخلا تاررقم دیوكت صخی امیف لیجستلاو لوبقلا ةدامع عم قیسنتلا متی( :جمانL7لل ةNسار*لا ة,\لا :اRماخ

:تایوتسملا ىلع اھعیزوتو جمانربلل ةیساردلا تاررقملا  

 :ةیرایتخلااو ةیرابجلاا تابلطتملا -1

 عومجم نم ةیوئملا ةبسنلا ةدمتعملا تاعاسلا عومجم بلطتملا عون بلطتم
 ةنجللا تاظحلام ةیساردلا ةطخلا تاعاس

 ةعماج
  %11.5 15 يرابجا

   - يرایتخا

 ةیلك
  %33 43 يرابجا

  %3 3 يرایتخا

 مسق
  %46.5 61 يرابجا

  %6 9 يرایتخا

   - ةرح تاررقم

  %100 131 بسنلاو تاعاسلل يلكلا عومجملا

 :ةعماجلا تابلطتم -2

 تاعاسلا ددع ررقملا مسا ررقملا زمر م
 قباسلا بلطتملا ةدمتعملا

1 IC 111 Islamic Culture 2  

2 EDUC 115 Work Values and Ethics 2  

3 ARAB 100 Arabic Language Skill 2  

4 ENGL 100 English Language 2  

5 ETEC 115 Computer and Information  2 Computer Skills 

6 CRCL 115 University Life Skills 3  

7 EDUC 1253 Entrepreneurship 2  

 Total  15  

 :ةیرابجلإا ةیلكلا تابلطتم -3

 تاعاسلا ددع ررقملا مسا ررقملا زمر م
 قباسلا بلطتملا ةدمتعملا

1 MATH 101 Calculus I 4  
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2 MATH 102 Calculus II 4 MATH 101 

3 CSCE 121 Discrete Structures 3  

4 CENG 121 Digital Logic 4 PHYS 101 

5 CENG 241 Computer Organization  4 CENG 121 

6 PHYS 101 General Physics 4  

7 CSCE 233 Probability & Statistics  3 CSCE 121 

8 MATH 260 Intro. to Diff. Eq & Lin. Algebra 3 MATH 102 

9 CSCE 101 Computer Programming I 4  

10 CSCE 102 Computer Programming II 4 CSCE 101 

11 CSCE 352 Operating Systems 4 CENG 241 

12 ENG 109 English for computer 2  

 Total  43  

 :ةیرایتخلاا ةیلكلا تابلطتم -4

 تاعاسلا ددع ررقملا مسا ررقملا زمر م
 قباسلا بلطتملا ةدمتعملا

1 ECN 101 Principles of Microeconomics 3 --- 
2 ECON 403 Engineering Economics 3 --- 
3 MGT 101 Principles of Management 3 --- 
4 MGT 212 Legal Environment 3 --- 
5 MKT 101 Principles of Marketing   3 --- 
6 SCOL 101 Principles of Sociology  3 --- 

 :ةیرابجلإا جمانربلا تابلطتم -5

 تاعاسلا ددع ررقملا مسا ررقملا زمر م
 قباسلا بلطتملا ةدمتعملا

1 ISEC 231 ecuritySnformation IIntroduction to  3 Etec 115 

2 CSCE 231 sData Structure and Algorithm 3 CSCE 102 

3 CSCE 353 Fundamentals of Computer Networks 3 
CENG 121, CENG 

241 
4 ICS 334 Database Systems  3 ISEC 212 

5 ISEC 241 DevelopmentWeb Design and  3 CSCE 102 

6 ISEC 242 Information Security Management 3 ISEC 231 

7 AINT 351 Machine Learning  3 Math 260, CSCE 102 
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8 ISEC 351 Network Security 3 ISEC 213 & ISEC 231 

9 ISEC 352 DB Administration and Security 3 ICS 334, ISEC 231 

10 353ISEC  Web Security 3 ISEC 241 

11 ISEC 354 Information Security Polices and Laws 3 ISEC 242 

12 ISEC 361 Wireless and Mobile Security 3 ISEC 351 

13 ISEC 362 Digital Forensics 3 ISEC 352 & CENG 
241 

14 ISEC 363  Secure Software Development 3 ISEC 231 & CSCE 
102 

15 ISEC 364 Ethical Hacking  3 ISEC 354 

16 ISEC 401 COOP 10 ISEC 351, ENG 110  

17 ISEC 470 Graduation Project I 3 ISEC 351, ISEC 363 

18 480ISEC  Graduation Project II 3 ISEC 470 

19 Elective Elective I 3  

20 Elective Elective II 3  

21 Elective Elective III 3  

22 Elective Free Course 3  

 Total  73  

 :ةیرایتخلاا جمانربلا تابلطتم -6

 تاعاسلا ددع ررقملا مسا ررقملا زمر م
 قباسلا بلطتملا ةدمتعملا

1 ISEC 491 Selected topics in security II 3  

2 ISEC 490 Selected topics in security I 3  

3 ISEC 489 Information Hiding 3  

4 ISEC 488 IoT Security 3  

5 ISEC 487 E-Commerce 3  

6 ISEC 486 Information System Audit 3  

7 ISEC 485  Reverse Engineering 3  

8 ISEC 484 Vulnerability Analysis and Risk Management 3  

9 ISEC 483 Cloud Computing & Security 3  

10 ISEC 482 Data Security-Data Science 3  

11 ISEC 481 Cryptography 3  
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 :)ةینادیملا ةربخلا وا ةیلمعلا ةیبرتلا وا ةیبیردتلا تاررقملا( بیردتلا تابلطتم -7

 تاعاسلا ددع ررقملا مسا ررقملا زمر م
 قباسلا بلطتملا ةدمتعملا

1 400ISEC  Summer Training 0 , ENG 110 351ISEC  
2 401ISEC  COOP Training 10 400ISEC  

 تایوتسملا ىلع تاررقملا عیزوت -8

 لولأا ىوتسملا

 تاعاسلا ددع ررقملا مسا ررقملا زمر م
 قباسلا بلطتملا ةدمتعملا

1 CSCE 101 Computer Programming I 4  

2 ENGL 109 English for Computer 2  

3 MATH 101 Calculus I 4  

4 PHYS 101 General Physics 4  

5 ENGL 100 English Language 2  

6 ETEC 115 Computer and Information  2  

 Total  18  

 يناثلا ىوتسملا

 تاعاسلا ددع ررقملا مسا ررقملا زمر م
 قباسلا بلطتملا ةدمتعملا

1 CSCE 102 Computer Programming II 4 CSCE 101 
2 CSCE 121 Discrete Structures 3  

3 MATH 102 Calculus II 4 MATH 101 
4 CENG 121 Digital Logic 4 PHYS 101 
5 CRCL 115 University Life Skills 3  

 Total  18  
 ثلاثلا ىوتسملا

 تاعاسلا ددع ررقملا مسا ررقملا زمر م
 قباسلا بلطتملا ةدمتعملا

1 ISEC 231 ecuritySnformation IIntroduction to  3 115 ETEC 

2 CSCE 231 sData Structure and Algorithm 3 CSCE 102 

3 CSCE 353 Fundamentals of Computer Networks 3 
CENG 241,CENG  

121 
4 233CSCE  Probability & Statistics  3 CSCE 121 
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5 IC 111 Islamic Culture 2  

6 MATH 260 Intro. to Diff. Eq & Lin. Algebra 3 MATH 102 

 Total  17  

 عبارلا ىوتسملا

 تاعاسلا ددع ررقملا مسا ررقملا زمر م
 قباسلا بلطتملا ةدمتعملا

1 CENG 241 Computer Organization  4 CENG 121 

2 ARAB 100 Arabic Language Skill 2  

3 ICS 334 Database Systems  3 CSCE 231 

4 ISEC 241 DevelopmentWeb Design and  3 CSCE 102 

5 ISEC 242 Information Security Management 3 ISEC 231 

6 16AINT 3 Machine Learning 3 CSCE 233, CSCE102 

 Total  18  

 سماخلا ىوتسملا

 تاعاسلا ددع ررقملا مسا ررقملا زمر م
 قباسلا بلطتملا ةدمتعملا

1 EDUC 125 Entrepreneurship 2  

2 CSCE 352 Operating Systems 4 CENG 241 

3 ISEC 351  Network Security 
 

3 353, CSCE ISEC 231 

4 ISEC 352 DB Administration and Security 3 231& ISec CSCE 353 
 

5 ISEC 353 Web Security 3 1ISEC 24 

6 ISEC 354 Polices and LawsInformation Security  3 ISEC 242 

 Total  16  

 سداسلا ىوتسملا

 تاعاسلا ددع ررقملا مسا ررقملا زمر م
 قباسلا بلطتملا ةدمتعملا

1 EDUC 115 Work Values and Ethics 2  

2 ISEC 361 Wireless and Mobile Security 3 ISEC 351 

3 ISEC 362 Digital Forensics 3 CENG ISEC 352 & 
241 

4 ISEC 363  Secure Software Development 3 ISEC 231 & CSCE 
102 
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5 ISEC 364 Ethical Hacking  3 ISEC 354  

 Total  17  

 عباسلا ىوتسملا

 تاعاسلا ددع ررقملا مسا ررقملا زمر م
 قباسلا بلطتملا ةدمتعملا

1 ISEC 401 COOP 10 ISEC 400 

2 ISEC 470 Graduation Project I 3 ISEC 351, ISEC 364 
& ISEC 325 

 Total  13  

 نماثلا ىوتسملا

 تاعاسلا ددع ررقملا مسا ررقملا زمر م
 قباسلا بلطتملا ةدمتعملا

1 ISEC 480 Graduation Project II 3 ISEC 470 

2 Elective Free Course 3  

3 Elective Elective I 3  

4 Elective Elective II 3  

5 Elective Elective III 3  

 Total  15  

 .يمیداكلأا جمانربلاب ةرفاوتملا تایوتسملا ددع قفو ةقباسلا لوادجلا رركت*

 

 :ةعماCلا لخاد 7cخلأا جماL7لا عم ر%,$لا/ث*R12$لا جمانL7لا ةقلاع :اسداس

 ةNO*4Pلا ة-سار'لا تاعاFلا ة#Fنو د'ع ة-لHلا - ?Fقل ع/ات جمان4#لا ?سا
1 Information and Computer Science CCSE 3 H       = 2.19 % 

2 Computer Engineering CCSE 8 H       = 5.8 % 

3 Mathematics College of Science 11 H     = 8 % 

4 Physics College of Science 4 H       = 2.9 % 

5 English Language  College of Art and Science 2 H       = 1.4 % 

6 Arabic Language College of Art and Science 2 H       = 1.4 % 

7 Islamic Culture College of Education 2 H       = 1.4 % 
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 :)Benchmark( جمانL7لل ةNعج7$لا ةنراق$لا :اعBاس

 تاعماDEاب نكمأ نLو ،ةيلGHا تاعماDEاب ةرظانلما جما<=لا ىوتسم 67ع ةيعجرلما ةنراقلما نوكت نأ %$اري

 ةيلودلا/ةيميلقلإا
 Local University  Regional International  

 ةرظانلما جمابرلا عم ةیعجرلما ةنراقلما

 لوGٔا جمFبرلا
 نمGٔا

 نيابریMسلا

 نياثلا جمFبرلا
 ةسدنه

 تكابMشلا
 نمGٔاو

 جمFبرلا
 ثلاثلا
 نمGٔا

 نيابریMسلا

 عبارلا جمFبرلا
 تكابMشلا

 نمYٔو
 تامولعلما

 سمالخا جمFبرلا
Yٔتامولعلما نم 

 جمFبرلا
 روطلما/ثد_تMسلما

Yٔتامولعلما نم 

 ةیكلcا
College of 
Computer 

and 
Information 

Sciences 

 ةیكلcا
College of 
Computer 

Science 

 ةیكلcا
Effat College 

of 
Engineering 

 ةیكلcا
Faculty of 

Information 
Technology 

 ةیكلcا
COLLEGE OF 

INFORMATION 
TECHNOLOGY 

AND 
ENGINEERING 

 ةیكلcا
College of 
Computer 

Science and 
Engineering 

 ةعمالجا
Prince Sultan 

University 

 ةعمالجا
Alyamamah 
University 

 ةعمالجا
Effat 

University 

 ةعمالجا
Ahliyya -Al

Amman 
University 

 ةعمالجا
Marshall 

University 
fةعما gلئا 

 KSA KSA KSA Jordan USA KSA 
oاسلا ددo137 120 132 133 132 134 ةدتمعلما تا 

oس ددMا ةطلخا تاونuسارM4 4 4 4 4 4 ةی 

oا ةطلخا تاررقم ددuسارM42 38 42 48 45 46 ةی 

 عیزوت
 تاoاسلا
 لىo ةدتمعلما

 تاررقلما

 تابلط}م
 ةعمالجا

 ةیرا~جلإا
)oس�/ددMةب( 

23 /(17.16%) 6 / (4.5 %) 42 / (31.5%) 24 / (18.2%) 12 / (10 %) 15 / (11%) 

 ةیرای#خ!
 - - - - - - )ةب1س//دد+(

 تابلط}م
 ةیكلcا

 ةیرا~جلإا
)oس�/ددMةب( 

44 / (32.8%) 49 / (37.1%) 21 / (15.7%) 21 / (15.9%) 39 / (32.5 %) 43 / (31%) 

 ةیرای#خ!
 - - - - - - )ةب1س//دد+(

 تابلط}م
 صصختلا

 ةیرا~جلإا
)oس�/ددMةب( 

67 / (50 %) 58 / (43.9%) 54 / (40.6%) 87 / (65.9%) 90 / (75 %) 67 / (49%) 
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 Local University  Regional International  

 ةرظانلما جمابرلا عم ةیعجرلما ةنراقلما

 لوGٔا جمFبرلا
 نمGٔا

 نيابریMسلا

 نياثلا جمFبرلا
 ةسدنه

 تكابMشلا
 نمGٔاو

 جمFبرلا
 ثلاثلا
 نمGٔا

 نيابریMسلا

 عبارلا جمFبرلا
 تكابMشلا

 نمYٔو
 تامولعلما

 سمالخا جمFبرلا
Yٔتامولعلما نم 

 جمFبرلا
 روطلما/ثد_تMسلما

Yٔتامولعلما نم 

 ةیكلcا
College of 
Computer 

and 
Information 

Sciences 

 ةیكلcا
College of 
Computer 

Science 

 ةیكلcا
Effat College 

of 
Engineering 

 ةیكلcا
Faculty of 

Information 
Technology 

 ةیكلcا
COLLEGE OF 

INFORMATION 
TECHNOLOGY 

AND 
ENGINEERING 

 ةیكلcا
College of 
Computer 

Science and 
Engineering 

 ةعمالجا
Prince Sultan 

University 

 ةعمالجا
Alyamamah 
University 

 ةعمالجا
Effat 

University 

 ةعمالجا
Ahliyya -Al

Amman 
University 

 ةعمالجا
Marshall 

University 
fةعما gلئا 

 KSA KSA KSA Jordan USA KSA 
 ةیرای#خ!

 (%9) / 12 (% 6.6) / 8 (% 6.8) / 9 (% 4.5) / 6 (% 9.1) / 12 (%13.4) / 18 )ةب1س//دد+(

 عوشرم
 جرختلا

 ü ü ü ü ü ü رفو}م ير�/رفو}م

oاسلا ددo9 9 9 9 9 9 ةدتمعلما تا 

 بیردتلا
 نيادیلما

 ü ü ü × × ü رفو}م ير�/رفو}م

oاسلا ددo10 - - 10 10 10 ةدتمعلما تا 

1 Calculus I 
ü ü ü ü ü ü 

2 Calculus II 
ü ü × ü × ü 

3 Discrete Structures 
ü ü ü ü ü ü 

4 Digital Logic 
ü ü ü × × ü 

5 Computer Organization 
ü × × ü × ü 

6 General Physics 
ü ü × ü × ü 

7 Probability & Statistics 
ü ü ü ü ü ü 
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 Local University  Regional International  

 ةرظانلما جمابرلا عم ةیعجرلما ةنراقلما

 لوGٔا جمFبرلا
 نمGٔا

 نيابریMسلا

 نياثلا جمFبرلا
 ةسدنه

 تكابMشلا
 نمGٔاو

 جمFبرلا
 ثلاثلا
 نمGٔا

 نيابریMسلا

 عبارلا جمFبرلا
 تكابMشلا

 نمYٔو
 تامولعلما

 سمالخا جمFبرلا
Yٔتامولعلما نم 

 جمFبرلا
 روطلما/ثد_تMسلما

Yٔتامولعلما نم 

 ةیكلcا
College of 
Computer 

and 
Information 

Sciences 

 ةیكلcا
College of 
Computer 

Science 

 ةیكلcا
Effat College 

of 
Engineering 

 ةیكلcا
Faculty of 

Information 
Technology 

 ةیكلcا
COLLEGE OF 

INFORMATION 
TECHNOLOGY 

AND 
ENGINEERING 

 ةیكلcا
College of 
Computer 

Science and 
Engineering 

 ةعمالجا
Prince Sultan 

University 

 ةعمالجا
Alyamamah 
University 

 ةعمالجا
Effat 

University 

 ةعمالجا
Ahliyya -Al

Amman 
University 

 ةعمالجا
Marshall 

University 
fةعما gلئا 

 KSA KSA KSA Jordan USA KSA 

8 Intro. to Diff. Eq & Lin. 
Algebra ü ü × × ü ü 

9 Computer Programming I 
ü ü ü ü ü ü 

10 Computer Programming II 
ü ü ü ü ü ü 

11 Operating Systems 
ü ü ü ü ü ü 

12 English for computer 
ü ü ü ü ü ü 

13 Introduction to Information 
Security × ü ü ü ü ü 

14 Data Structure and 
Algorithms ü ü ü ü ü ü 

15 Fundamentals of Computer 
Networks ü ü ü ü ü ü 

16 Database Systems  
ü ü ü ü ü ü 

17 Web Design and 
Development × ü ü ü × ü 

18 Information Security 
Management × × × ü × ü 

19 Machine Learning  × × × ü ü ü 

20 Network Security × ü ü ü ü ü 
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 Local University  Regional International  

 ةرظانلما جمابرلا عم ةیعجرلما ةنراقلما

 لوGٔا جمFبرلا
 نمGٔا

 نيابریMسلا

 نياثلا جمFبرلا
 ةسدنه

 تكابMشلا
 نمGٔاو

 جمFبرلا
 ثلاثلا
 نمGٔا

 نيابریMسلا

 عبارلا جمFبرلا
 تكابMشلا

 نمYٔو
 تامولعلما

 سمالخا جمFبرلا
Yٔتامولعلما نم 

 جمFبرلا
 روطلما/ثد_تMسلما

Yٔتامولعلما نم 

 ةیكلcا
College of 
Computer 

and 
Information 

Sciences 

 ةیكلcا
College of 
Computer 

Science 

 ةیكلcا
Effat College 

of 
Engineering 

 ةیكلcا
Faculty of 

Information 
Technology 

 ةیكلcا
COLLEGE OF 

INFORMATION 
TECHNOLOGY 

AND 
ENGINEERING 

 ةیكلcا
College of 
Computer 

Science and 
Engineering 

 ةعمالجا
Prince Sultan 

University 

 ةعمالجا
Alyamamah 
University 

 ةعمالجا
Effat 

University 

 ةعمالجا
Ahliyya -Al

Amman 
University 

 ةعمالجا
Marshall 

University 
fةعما gلئا 

 KSA KSA KSA Jordan USA KSA 

21 DB Administration and 
Security × × ü × × ü 

22 Web Security ü × ü × × ü 

23 Information Security Polices 
and Laws ü ü × ü ü ü 

24 Wireless and Mobile Security × ü ü ü × ü 

25 Digital Forensics ü ü ü × ü ü 

26 Secure Software 
Development  ü × ü × ü ü 

27 Ethical Hacking  ü × × × ü ü 

28 COOP ü ü ü × × ü 

29 Graduation Project I ü ü ü ü ü ü 
30 Graduation Project II ü ü ü ü ü ü 
31 Elective I ü ü ü ü ü ü 
32 Elective II ü ü ü ü ü ü 
33 Elective III ü ü ü ü ü ü 
34 Elective IV ü ü ü ü ü ü 
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 :جمانL7لا ةد%ج ةرادإ :ا#ماث

 :جمان#/لا ةد;ج #L;Jت ةLخ -1
 :جمان34لا@ ةد$Gلا ةفاقث U}4ب ة3gت4م ةg$H4Hت تاءا4جإ .أ

 
 نم اھدامتعاو ،نییرادلإاو بلاطلاو سیردتلا ةئیھ ءاضعأ نم جمانربلا يبوسنم نیب ةدوجلا ةفاقث رشن ةطخ دادعإ -

 ةمكاحلا سلاجملا
 ةیلكلا يبوسنم عیمجل ةدوجلا ةیمھأ ىدم ىلع لمع شرو میدقت -
 نییرادلإاو مھینواعمو سیردتلا ةئیٌھ ءاضعلأ ةدوجلا تابلطتم ءافیتساب ةلصلا تاذ ةبیردتلا تاجایتحلاا دیدحت -
 عیمجلا ةیلوؤسم لمعلا ناقتا -
 ةیتاذلا ةباقرلا ةیمنت -
 يعامجلا لمعلا ىلع زیفحتلا -
 زیمتملاو نقتملا لمعلل ةأفاكملا -

 

 ةBف�لا ةg{نلأا g$H4ت -�Hر+9لا تاBGBتا94سا g$H4ت( جمان34لا@ B1لع9لاو 1لع9لا يB9ل(ع 9g$H4ب ة3gت4م تاءا4جإ .ب
 )خلا ....B1لع9لاو 1لع9لا لاGم يف جمان34لا يUY$Eم تاراهم g$H4ت -BB1ق9لا �Bلاسأ g$H4ت - ةBفصلالاو

 
 .مھتراھم ریوطتو ملعتلاو میلعتلاو سیردتلا يف ةثیدحلا تایجیتارتسلاا نع لمعلا شرو دقع -
 سیردتلا تایجیتارتسا ریوطتل ةنجل صیصخت -
 تاررقملا فیصوت يف سیردتلا يف ةثیدحلا بیلاسلاا جاردإ -
 لصف لك ةیاھن ةیساردلا تاررقملل بلاطلا مییقت -
 ىرخلأا تاعماجلا يف ةلثامملا ةیمیداكلأا ماسقلأا مییقت -
 ةیساردلا تاررقملل سیردتلا ةئیھ ءاضعأ مییقت -
  سیردتلا ةئیھ ءاضعلأ بلاطلا مییقت -
 ةلصلا تاذ تاودنلا دقع -
 ةرمتسملا بیردتلا جمارب -
 .ةیجیتارتسلاا ططخلا نیسحتو مییقتل مظتنم لكشب يمیداكلأا دامتعلإا تائیھ عم رواشتلا -
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 BB1قت – ة3لgلا Cم ر4ق(لا BB1قت– �Hر+9لا ةBلعاف BB1قت( ةBسار+لا تار4ق(لا BB1ق9ب ة3gت4م ةg$H4Hت تاءا4جإ .ج
 )خلا ....ةBنا#9ملاا ةقر$لا BB1قت -ذا9سلأا Cم ر4ق(لا

 
 .ةیلكلا نم ةصتخم ةنجل للاخ نم يلخادلا مییقتلا -
 ررقملا ھیطغی يذلا لاجملا يف نیصصختم ةیجراخ وأ ةیلحم تاعماج نم ةذتاسا للاخ نم يجراخلا مییقتلا -

 .يساردلا
 .ةیجراخلاو ةیلحملا يمیداكلأا دامتعلاا تائیھ نم ةدمتعملا ةیساردلا تاررقملا مییقت تاءارجإ عابتا -
 .يسارد لصف لك ةیاھن يف بلاطلا ءارآ علاطتسا -

 رود – BB1ق9لا ةBل(ع يف 9g$H4لا وأ ثا+#9سلاا ةGUل رود( ي(Tداكلأا جمان34لا BB1ق9ب ة3gت4م ةg$H4Hت تاءا4جإ .د
 ءادأ BB1قت - BB1ق9لا ةBل(ع يف 9g$H4لاو ةد$Gلا ةدا(ع رود – BB1ق9لا ةBل(ع يف ةBلKلا@ ةBلخا+لا ةعجا4(لا ةGUل
 Cم جمان34لا BB1قت -ة4شا3(لا B4غ/ة4شا3(لا قg4لا@ جمان34لا 1لعت جتا$ن ساBق - Cی+BفY9(لا ل3ق Cم جمان34لا
 )خلا ....-يجراخ/ يلخاد عجا4م ل3ق
 

 نینسلا رم ىلع مھتاجرد عیزوتو بلاطلا ءادأ نع تامولعملا عمج -
 فیظوتلا دعب نیجیرخلا بلاطلا نم مییقتلا -
 .ةفلتخملا ةیلودلاو ةینطولا تلااكولا وأ دھاعملا نم ةیساردلا داوملا عیمج لمشت يتلا تارابتخلاا مادختسا -
 .جمانربلا ةسارد ءانثأ بلاطلا ءارآ علاطتسا -
 .جمانربلا نم جرختلا لیبق بلاطلا ءارآ علاطتسا -
 .ةدوجلا نامض قیرفو بلاطلا نیب ةحوتفملا تاشاقنلا -
 .نیجیرخلا ةبلطلا ةءافكو ءادأ ةعباتمل بلاطلا لمعی ثیح تامولعملا ایجولونكت قوس علاطتسا -
 تابلطتمو قوسلا تاجایتحلا اقفو مدقملا جمانربلا يف فعضلا طاقن و ةوقلا طاقن نع نیجیرخلا بلاطلا علاطتسا -

 .لمعلا

 
 

  :جمان#/لا ف4ص;ت -2

 اقحلا ه4لع ل.علا ])4س

 
 

 :جمان#/لا تار#قم ةفا:ل فصو -3

 اقحلا ه4لع ل.علا ])4س
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 :*عr Bع _Nلع1لا :اعسات  -4
 :+ع@ Cع B1لع9لل جمان34لا ةgخ .أ

 :يلا#لا جذ567لا 4فو 'ع1 0ع $لع#لا ة+خ دا'عإ $#ی

 ةBRTف9Uلا ةg{نلأا تاجq4(لا فا+هلأا
 تا4شNم
 ءادلأا

 ة94ف
 BRف9Uلا

 لوYNم
 BRف9Uلا

 لوYNم
 ةع@ا9(لا

 ةUداNلا ةTی'8لا تا-+ق*لا Sی'ح
 Vم ف'هلا ي#لت ي*لاو Vی'ف*NFلل
 'ع/ Vع ?-لع*لا

 \'ل ةTی'ح ةZهجأ
 ي#لت  Vی'-ف*NFلا
 ?-لع*لا تاجا-*حا

 .'ع/ Vع

 تا*(ق'لل #"ح -
 ي'لا ة5دا3لا ة1ی/.لا
 ;":'لا ةجاح ي8لت

 ة5دا3لا تا*(ق'لل >**قت -
 @ی/*ف'<3لا =/ل
 .@*لا.لا

 ة/3'عم ة3ئاق -
Gحلاا'*I3لا تاJلKLة 
 ةجاح ي8لت ي'لا
  .;":'لا

 تاهIلل ة3ئاقلا عفر -
  ةلؤK<3لا

 *ی)'ت ة#"ن
 ة5دا3لا تا0/ق-لا
  %75 9ع لقتلا

 0Hلع-لا لؤC"م  Aهشأ 6
 ينوI-Aللاا

 ة0/قت ةدا3ع
  تامCلع3لا

 لؤC"م
 0Hلع-لا
  ينوI-Aللاا

2- 2-1 2-1-1     
       

 :�Cمأ $ل ةBلا9لا ةBRTف9Uلا ةg{نلأا@ داش94سلاا عم 
 .ءا<(لا #Jش =K'<م ىلع ةق<(مو لاجر #Jش =K'<م ىلع جمان#8لاG /عG @ع >لع'لل S<(م را*'خا -
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 تار#ق3لل ة*ع8Kسلأا تاءاقللا د/ع @e3'ت نأ ىلع يسار/لا ل"فلا للاخ /عG @ع _ر̂/'لل ة(لعمو ة/3'عم ة*لآ دا/عإ -
 .يسار/لا لو/Iلا /*عاKم g<ح ة*سار/لا

 تارا8'خلااو ة*ل"فلا لا3علأا @e3'ت نأ ىلع يسار/لا ل"فلا للاخ /عG @ع ة8لJلا >**ق'ل ة(لعمو ة/3'عم ة*لآ دا/عإ -
  ة*ئاه(لا

 .p<8م لGlo اهل*I<تو تا#ضا.3لل /عG @ع >لع'لا ;ئا"خ ع*3ج ح#lت بلاJلاو ةjتاسلأل ة5داشرإ ةلدأ عزK̂ت -
 لاtK #3'<م لGlo بلاJلا عم ةعGا'3لل sلذو جمان#8لل ة*3س#لا يعا3'جلاا لصاK'لا عقاKم /حأ ىلع ةصاخ ة.فص ءاlنإ -

 .تا8لJلاو ةلvسلأا يقلتو مK*لا
 

 :+ع@ Cع B1لع9لل جمان34لا ما+9qسا Cم +ئاعلا .ب
  .انو#z ة.ئاج ل1م ة*3*لع'لا ة*ل3علا S*عت ي'لا ةلJK̂لا وأ ةئراJلا فو#xلا ىلع gلغ'لا -
  .ة*":lلاو ة̂#}فلا بلاJلا تاراهم #JK̂ت -
  .ل3علا تاL*vو _ر̂/'لا يف ةعK('3لا ق#Jلاو ةلی/8لا ص#فلا #*فKت للاخ @م sلذو >*لع'لا يف ةنو#3لا -
  .ة̂#8lلاو ة5دا3لا تا*ناoملااو نا3oلاG ةقلع'3لا لكا3lلا �عG ىلع gلغ'لاو ة*باع*'سلاا ةقاJلا ةداز̂ -
  .ة*3*لع'لا ة*ل3علا p*<8ت يف ة1ی/.لا تا*(ق'لا @م ةداف'سلاا -
 
 
 

 :ر%,$لا /ث*R12$لا جمانL7لاB قا12للاا tو7ش :ا7شاع

 سلاجملا لبق نم طورشلا دمتعتو ماع لك يفً ایرود ثدحتو يونس لكشب لوبقلا طورش نع نلاعلإا متی •
  .ةمكاحلا

 

 تاقف7$لا

 قفرملا م

 ةرازو – ة?عا6#جلاا ة?56#لاو ةJKLMلا درا67لا ةرازو( ل6علا ق7<1 ة?5ع6لا تاهBلا عم 4?<5#لا تا1ا+خ 1
  جمانJLلا 7ML+ت/ثا']#سا1 4لع#ت ي#لا تا?ص7#لا ل7ح )S+?T#لاو داR#قلاا

 .يh6داكلأا دا6#علااو $7Mق#لل ي7d5لا 6Lbcلا جذا6ن ىلع جمانJLلا ف?ص7ت 2
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 .ة?سار'لا تارLق6لل S#RLم فصو 3
 .تلاه6lلل ي7d5لا راdلإا عم جمانJLلا 4فا7ت ةف7فRم 4
 .يجراSلا $o]6لا LMLقت 5
 .ر7+6لا/ث']#<6لا جمانJLلا 0م 0ی'?ف#<6لا ءارأ 0ع LMLقت 6

 جمانJLلل ة?سار'لا ة+Sلا يف ةم'S#<6لا دا7كلأا ىلع ةقفا67لا1 ل?B<#لاو لJ7قلا ةدا6ع 0م با+خ 7
 ر7+6لا/ث']#<6لا

 

 ةیلكلا دیمع ةداعس عیقوت                                                 جمانربلا قسنم عیقوت    

........................                                         ...........................  
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A. Program Identification and General Information 
 

1. Program Main Location: 
Main campus, Al-Jouf road, Ha’il 
 
2. Branches Offering the Program: 
Branch 1. Male Branch, Main campus, Al-Jouf road, Ha’il  
Branch 2. Female Branch, Aja Campus, Baqa road, Ha’il 
 
3. Reasons for Establishing the Program: 
(Economic, social, cultural, and technological reasons, and national needs and development, etc.) 
 

 :لمعلا قوس تاجایتحا عم روطملا/ثدحتسملا جمانربلا ةمئاوم تارربم .1
1. Satisfy the Needs of Domestic and International Markets: To blend the theories 

and practices to equip the graduates that can address complex scientific and 
engineering problems relevant to domestic and international markets.  

2. Pursue the Saudi Vision 2030: The program for Information Security must 
support state-of-the-art curricula that focus on producing graduates with 
scientific knowledge, cybersecurity skills, leadership and innovation to support 
the Saudi Vision 2030.  

3. Human Resource and Employment Opportunities: To prepare the human 
resources with appropriate technical knowledge and skills that also increases the 
employment opportunities of the graduates. 

 قیقحتو )دئاعلا/ةفلكتلا( ثیح نم روطملا/ثدحتسملا جمانربلل ةیداصتقلاا ىودجلاب ةطبترم تارربم .2
 :قافنلاا ةءافك

 .ةفرعملا ىلع مئاق داصتقا ىلإ اھداصتقا لوحت ىلإ حمطت يتلا 2030 ةكلمملا ةیؤر .1
 .ةیتامولعملا ةفرعملا ةروث ریوطت يف مھست يتلا مولعلا مھأ دحأ وھ تامولعملا نمأ .2
 .نرقلا اذھ تایداصتقا رداصم مھأ نم تامولعملا نمأ ىلع ةدمتعملا ایجولونكتلا ربتعت .3
 وھو ریال 30000 يھ )ةعماجلل ةیتاذلا ةساردلا بسح ابیرقت( تامولعملا نمأ جیرخ دادعلإ ةیداملا ةفلكتلا .4

 قوس تاجایتحا يبلت تافصاومب تامولعملا نمأ جیرخ دادعإ يلاتلابو .دحاو رھشل ریبخ ةرجأ نمث لداعی ام
 .دئاوعلا نم دیزی لمعلا
 

 يفاقثلا دعبلا( روطملا وأ ثدحتسملا جمانربلا نم اھفادھتسا متیس يتلا ةیومنتلا داعبلأاب ةطبترم تارربم .5
:)خلا........... – يمیلعتلا دعبلا – يعامتجلاا دعبلا –  

1. The Information Security program plan is highly similar to the college programs 
such as Software Engineering and Computer Engineering where Information 
Security program should be distinct. 

2. The program needs to be aligned as possible with international standards such 
as IEEE and ACM in the subject. 

3. The program needs to follow updates issued by the National Center for 
Academic Accreditation and Assessment (NCAAA). 

4. Develop Foundations for Advanced Degree Programs: To incorporate the 
fundamentals of research in Information security that prepares the graduates 
to pursue advanced and research-oriented degrees.  

5. Support Socio-economic growth: To strengthen the skills of graduates and 
inculcate in them the ethical values that can contribute to the socio-economic 
development of the country.  
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4. Total Credit Hours for Completing the Program: ( ……131…. ) 
5. Professional Occupations/Jobs: 
- Security specialist  
- Security engineers  
- Security consultant 
- Security analyst  
- Penetration tester  
- Security administrator 
- Network security specialist  
- Digital Forensic Specialist 
- Cryptographer 
 
6. Major Tracks/Pathways (if any): 

Major track/pathway Credit hours 
(For each track) 

Professional Occupations/Jobs 
(For each track) 

1. Not Applicable    
2.    
3.    
4.    
7. Intermediate Exit Points/Awarded Degree (if any):  

Intermediate exit points/awarded degree Credit hours 
1. Not Applicable  
2.   
3.   
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B. Mission, Goals, and Learning Outcomes 
1. Program Mission: 
 
Prepare high-qualified graduates for information security program in education, 
research through applying the highest quality standards to meet market 
demands and serve community at reginal and national level. 
 
 
2. Program Goals: 

1. Employ knowledge and skills of information security to tackle security challenges 
to IT systems and infrastructures. 

2. Analyse, implement, and test information and network security solutions in an 
enterprise context. 

3. Install, configure, maintain, and manage the operations of information and network 
security systems to achieve optimal technical performance and end-user support. 

4. Work in team settings or individual capacity to research and develop solutions for 
existing and emerging threats to IT infrastructures in networked environments. 

5. Demonstrate commitment to attain the highest standards of ethical, legal, and 
security skills that support information and cyber secure community and society. 

 
3. Relationship between Program Mission and Goals and the Mission and Goals of the 
Institution/College. 

  
 

 Consistency Matrix between Vision of the University and Vision of the Program 

(Program)  
Becoming a 
prominent 
information security 
program in 
education, research 
and community 
services. 
 

 
 

(University)  
Local and regional leadership in knowledge dissemination, 

research excellence, and sustainable community partnership.  

  

Local 
& 

Region
al 

Leaders
hip  

Knowledg
e 

Disseminat
ion  

Researc
h 
Excelle
nce  

Communit
y 

Partnershi
p 

Becoming 
a 
prominent 

•  •  
 
 
•  

 
 
•  

Education •  •    

Research   •   

Communi
ty 
outreach. 
 

 

   
 

•  

Consistency Matrix = 100% 
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Consistency Matrix between Mission of the University and Mission of the Program   
 

(Program)  
Prepare high-
qualified graduates 
for information 
security program in 
education, research 
through applying the 
highest quality 
standards to meet 
market demands and 
serve community at 
reginal and national 
level. 
 

  

(University)  
Provide academic programs to prepare qualified graduates for 
the labor market and produce scientific research that serves the 
community by applying the highest quality standards and utilize 

the university's human and technical resources to reach the 
society of knowledge.  

  

acade
mic 

progr
ams  

qualifie
d 

graduat
es  

 labor 
marke

t  

scientific 
research  

serves the 
community

  

Prepare 
highly 

qualified 
graduates 

 •     

information 
security 

program in 
education 

•  •     

research     •   

market 
demands   •   •  

Serve 
community     •  

 
 
 

4. Graduate Attributes: 
 

1.  Employ knowledge and skills of information security to tackle security challenges 
to IT systems and infrastructures. 

2. Analyse information and network security solutions with respect to their 
implementation and testing in an enterprise context. 

3. Configure information and network security systems, while maintaining and 
managing their operations to achieve optimal technical performance and end-user 
support. 

4. Work in team settings or individual capacity to research and develop solutions for 
existing and emerging threats to IT infrastructures in networked environments. 

5. Demonstrate commitment to attain the highest standards of ethical, legal, and 
security skills that support information and cyber secure community and society. 
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* Add a table for each track and exit Point (if any) 

 
 
 C. Curriculum 
 
1. Curriculum Structure  

Program Structure Required/ 
Elective No. of courses Credit 

Hours Percentage 

Institution Requirements 
Required 7 15 11.5% 
Elective    

College Requirements 
Required 12 43 33% 
Elective    

Program Requirements 
Required 15 45 34% 
Elective 4 12 9% 

Capstone Course/Project  2 6 4.5 % 

Field Experience/ Internship  1 10 8% 

Others      

Total 41 131 100% 

* Add a table for each track (if any) 

5.Program learning Outcomes* 
Knowledge and Understanding 

K1 Acquire the fundamental knowledge of computing including software, hardware, 
mathematics, and science. 

K2 Recognize the process of computing and system including analyses, design, implementation, 
and evaluation.  

K3 Explain the information security policies and procedures, project management, data and risk 
management information systems, web design, network management, system integration 
and architecture and mobility communication system. 

K4 Distinguish ethical principles, legal, social issues, and regulatory aspects that are relevant to 
information security domain. 

Skills 
S1 Utilize communication skills and knowledge to solve computer hardware, software, and 

science problems. 
S2 Develop  computer-based solution using appropriate techniques, programming languages, 

and technology tools. 
S3 Install, configure, maintain, and manage the operations of information and network 

security 
S4 Adapt skills and knowledge to conduct research in information security that addresses real 

world problems and enables community outreach. 
S5 Use governmental and environmental regulations to develop Information security policies 

within an organization based on professional ethics, privacy, security and legal 
responsibility. 

Values 
V1 Demonstrate responsibility, accountability, and practical cooperation during long life 

learning. 
V2 Adhere to the ethical standards and legal rules related to computer and information 

technology. 
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2. Program Study Plan 

 
Level 

 

Course 
Code Course Title Required 

or Elective 

Pre-
Requisite 
Courses 

Credit 
Hours 

Type of 
requiremen

ts 
(Institution, 
College or 

Department) 

 
 

Level 
1 
 

CSCE 101 Computer Programming I Required  4 College 

ENGL 109 English for Computer Required  2 College 
MATH 101 Calculus I Required  4 College 
PHYS 101 General Physics Required  4 College 
ENGL 100 English Language Required  2 Institution 

 
 

Level 
2 
 

CSCE 102 Computer Programming II Required CSCE 101 4 College 
CSCE 121 Discrete Structures Required  3 College 

MATH 102 Calculus II 
Required MATH 

101 4 College 

CENG 121 Digital Logic Required PHYS 101 4 College 
CRCL 115 University Life Skills Required  3 Institution 

      

 
 

Level 
3 
 

ISEC 231 Introduction to 
Information Security 

Required ETEC 115 3 Department 

ISEC 232 Data Structure and 
Algorithms 

Required CSCE 102 3 Department 

CSCE 353 Fundamentals of 
Computer Networks 

Required  CENG 
241,CEN

G 121 3 
Department 

CSCE 233 Probability & Statistics  Required CSCE 121 3 College 
IC 111 Islamic Culture Required  2 Institution 

MATH 260 Intro. to Diff. Eq & Lin. 
Algebra 

Required MATH 
102 3 College 

 
 

Level 
4 
 

CENG 241 Computer Organization  Required CENG 
121 4 College 

ARAB 100 Arabic Language Skill Required  2 Institution 
ICS 334 Database Systems  Required CSCE 232 3 Department 

ISEC 241 Web Design and 
Development 

Required CSCE 102 3 Department 

ISEC 242 Information Security 
Management 

Required ISEC 231 3 Department 

AINT 361  Machine Learning 
Required CSCE 

233, 
CSCE102 

3 Department 

Level 
5 
 

CSCE 352 Operating Systems Required CENG 
241 4 College 

ISEC 351  Network Security 
 

Required ISEC 231, 
CSCE 353 3 Department 

ISEC 352 DB Administration and 
Security 

Required  CSCE 353 
& 
ISEC231 

 

3 Department 

ISEC 353 Web Security Required ISEC 241 3 Department 

ISEC 354 Information Security 
Polices and Laws 

Required ISEC 242 3 Department 

EDUC 125 Entrepreneurship Required  2  
 
 EDUC 1153 Work Values and Ethics 

 
Required  2 Institution  
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Level 

 

Course 
Code Course Title Required 

or Elective 

Pre-
Requisite 
Courses 

Credit 
Hours 

Type of 
requiremen

ts 
(Institution, 
College or 

Department) 
Level 

 6 
 

ISEC 361 Wireless and Mobile 
Security 

Required 3 ISEC 351 Department 

ISEC 362 Digital Forensics 
Required 

3 
ISEC 352 
& CENG 

241 
Department 

ISEC 363 Secure Software 
Development 

Required 
3 

ISEC 231 
& CSCE 

102 
Department 

ISEC 364 Ethical Hacking  Required 3 ISEC 354 Department 
      

 
 

Level 
 7 
 

ISEC 400 COOP Required 10 ISEC 351, 
ENG 110  Department 

ISEC 470 Graduation Project I 
Required 

3 ISEC 351, 
ISEC 363  Department 

 
 

Level 
 8 
 

ISEC 480 Graduation Project II Required 
 3 ISEC 470 Department 

Free Elective Free Course Elective  3  Department 
Elective Elective II Elective  3  Department 
Elective Elective III Elective  3  Department 
Elective Elective IV Elective  3  Department 

      
* Include additional levels if needed 
** Add a table for each track (if any) 
 
3. Course Specifications  
Insert hyperlink for all course specifications using NCAAA template  

 
 
 

 
 
 
 
 
 
 
 
 
 
4. Program learning Outcomes Mapping Matrix  
Align the program learning outcomes with program courses, according to the following desired levels of 
performance (I = Introduced   P = Practiced  M = Mastered ) 
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** * Add a table for each track (if any) 
 
 
 
 

5. Teaching and learning strategies to achieve program learning outcomes  

ourse code & 
No. 

 Program Learning Outcomes 
Knowledge and understanding Skills Values 

K1 K2 K3 K4 K5 S1 S2 S3 S4 S5 S6 V1 V2 ---- 
LEVEL 1 

CSCE 101 I     I I        
ENGL 109      I      I   
MATH 101 I     I         
PHYS 101 I     I         
ENGL 100      I      I   
ETEC 115 I     I         

LEVEL 2 
CSCE 102 I     I I        
CSCE 121 I     I         

 MATH 102 I     I         
CENG 121 I     I         
CRCL 115         I   I   

LEVEL 3 
ISEC 231   I     I       
CSCE 231  P     P        
CSCE 353   P     P       
CSCE 233 P     P         

IC 111            P P  
MATH 260 P     P         

LEVEL 4 
CENG 241  P    P         
ARAB 100 P     P         

ICS 334 P      P        
ISEC 241   P    P      P  
ISEC 242    P    P     P  
AINT 361 P      P        

LEVEL 5 
EDUC 125  I     I        
CSCE 352   P     P       
ISEC 351   P     P     P  
ISEC 352   P    P      P  
ISEC 353   P       P   P  
ISEC 354               

LEVEL 6 
EDUC 115    P      P   P  
ISEC 361   M     M  P     
ISEC 362    P      P  P   
ISEC 363   P    P      P  
ISEC 364    M      M   M  

LEVEL 7 
ISEC 400 M      M     M   
ISEC 470 M        M      

LEVEL 8 
ISEC 480       M  M   M   
Elective M      M      M  
Elective M      M      M  
Elective M      M      M  
Elective M      M      M  
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Describe policies, teaching and learning strategies, learning experience, and learning activities, including 
curricular and extra-curricular activities, to achieve the program learning outcomes. 
 

• Lectures 
• E-learning 
• Brainstorming 
• Group work 
• Demonstration 
• Discussion 
• self-study 
• Role plays  
• Problem solving 
• Case study 
• lab session 

 
6. Assessment Methods for program learning outcomes.  
Describe assessment methods (Direct and Indirect) that can be used to measure achievement of program learning 
outcomes in every domain of learning. 
Program Learning Outcomes, Assessment Methods, and Teaching Strategy work together and are aligned. They 
are joined together as one, coherent, unity that collectively articulate a consistent agreement between student 
learning and teaching. However, most of the assessment methods for program learning outcomes can be 
summarized as follow: 

 

Field Direct Methods Indirect Methods 

Courses During the semester:  

• Quizzes 
• Assignments 
• Exams (final and Mid-

term) 
• Project 
• Presentations 
• Report 
• Lab exam 

After complete the course: 

• Rubric 

• Survey by Students 
• Internal and external 

auditing for the courses. 
• Statistical Analysis of 

each course 
 

Program • Proficiency exam 
• Measuring of PLOs from 

Rubric of courses. 

• Evaluation of program by 
students/Staff 

• Internal and external 
auditing for the program. 

• Benchmark with other 
programs 

• Statistical Analysis of 
program. 

  

For more details: 

Guideline Manual for Programme/Course Learning Outcomes by DQAD. 
 
 

 
 
D. Student Admission and Support: 
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1. Student Admission Requirements 
The number of accepted students is determined by the College councils and the deanship of admission and 
registration. The eligibility criteria admit students are as follows: 

§ An official high school leaving certificate is required either from inside or outside the Kingdom of 
Saudi Arabia. 

§ The high school certificate is valid for two years for acceptance, exceptions in this regard referred to the 
university council. 

§ Applicants must have a character certificate of good conduct.  
§ Applicants must pass all examinations and interviews listed by the university council.  
§ Applicants must be medically fit.  
§ If the applicant is working, approval from the employer is required.  
§ Applicant must fulfil any other conditions or requirements required by the University Council during 

the admission process.  
§ The admission of the applicants depends on high school percentage, interviews and acceptance exams 

such as skills and summative exams.  
§ The minimum passing percentage of high school certificate and examinations may vary every year 

depending on the number of students and the number of available seats in the course. 
§ Admission in the College majors depends on preparatory year GPA (Grade Point Average), applicants’ 

choices, and seats available. 
For more details,  

§ Program Brochure for CSCE. 
§ Visit Admission Website for UoH/CCSE. 

http://www.uoh.edu.sa/Subgates/Admission/Pages/default.aspx 
http://www.uoh.edu.sa/Subgates/Faculties/CCSE/academic_affairs/Pages/admi_reg.aspx 
 
 
2. Guidance and Orientation Programs for New Students  
The College of Computer Science and Engineering at the University of Hail includes the Computer Science 
program has a well-structured unit for supporting and assisting students. However, it provides various services 
available for all students’ levels. Also, students are given an orientation sessions in their first two weeks  that 
include: 
(1) Introduction to the College environment, 
(2) Brief description of CSCE program  
(3) Different units that support the students and it objectives such as academic advising unit, students affair unit, 
graduation unit, Coop unit, activities unit, permanent weak student committee, and computer club.  
(4) Different College activities related to students. 
(5) Different workshops for using Banner System and Balckboard. 
  
In addition, each student is assigned to an academic advisor to guide him/her academically in terms of preparing 
schedules for next semester, admission and registration issues and even personally, if needed. 
For more details,  

§ Banner System and Bb Student guides 
§ Program guide. 
§ Academic advising guide and website  

http://www.uoh.edu.sa/Subgates/Faculties/Prep-Year/Pages/stu-guidance.aspx 
http://www.uoh.edu.sa/Subgates/Deans/Registration/eserv/Pages/advigate.aspx.  

§ Registration brochure and website 
http://www.uoh.edu.sa/Subgates/Deans/Registration/Pages/default.aspx.  

§ Student affairs Unit 
http://www.uoh.edu.sa/Subgates/Deans/Student-Affairs/Pages/Default.aspx.  
3. Student Counseling Services  
(academic, career, psychological and social )  

 
§ Each group of students are assigned to a faculty member. 
§ The academic advisor will provide counselling for students in program planning,  selection and 

registration of courses, and activities. 
§ The academic advisor keeps a record of each student separately using approved templates to provide it 

in a regular basis as per required by the academic affairs center. 
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§ Office hours for the advisor are scheduled for each course which is equivalent to the credit hours of the 
course at least. 

§ Each advisor is responsible to announce for academic advising (3 hours per weak). 
§ Different training programs provided to help the students such as using Banner and Blackboard 

Systems. 
For more details,  

§ Academic advising guide. 
http://www.uoh.edu.sa/Subgates/Deans/Student-Affairs/Evidence/Pages/default.aspx.  

http://www.uoh.edu.sa/Subgates/Faculties/CCSE/academic_affairs/academic_advising/Pages/guidance.aspx.  
4. Special Support  
(low achievers, disabled, gifted and talented) 
 
 
The College of Computer Science established different committees to support students in different aspects.  
For example, a committee to follow up low achievement and  outstanding students.  For low achievement students: 
The committee has been established to guide and help the weak students with GPA less than 1 for three consecutive 
semesters or who exceed more than 12 semesters. It is a distinctive committee of academic advising focuses on 
the student’s problems and helps them to exceed their stumbles to improve their GPA and complete their 
graduation on time 

§ Identify and know the problems faced by these students. 
§ Identify the areas of faltering in these students. 
§ Suggest ways to solve problems that face the low achievement students and follow up the solutions. 
§ Designing early detection tools for low achievement students. 
§ Evaluate the performance of low achievement students after applying the plan of improvement. 

  
On other side, the committee follow up outstanding students to complete their graduation on time with high GPA 
and solve any problem face these students during the study. 
  
For more details: 

§ Mechanism to detect and follow up  low achievement students. 
§ Mechanism to detect and follow up outstanding students. 
§ Program guide. 
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E. Teaching and Administrative Staff 
 
1. Needed Teaching and Administrative Staff 

Academic Rank 
Specialty Special 

Requirements / 
Skills ( if any ) 

Required Numbers  

General Specific M F T 

Professors 
Information 

Security  
Information 

Security  Academia  5 5 10 

Associate 
Professors 

Information 
Security  

Information 
Security  

Academia  
5 5 10 

Assistant 
Professors 

Information 
Security  

Information 
Security  

Academia  
5 5 10 

Lecturers 
Information 

Security  
Information 

Security  
Academia  

10 10 20 

Teaching 
Assistants 

Information 
Security  

Information 
Security  

Academia  
5 5 10 

Technicians and 
Laboratory 
Assistants 

Information 
Security  

Information 
Security  Academia 5 5 10 

Administrative 
and Supportive 

Staff 
Administrative  

 
Administrative  

 
Administrative  10 10 20 

Others ( specify )    5 5 10 

 
  
2. Professional Development  

2.1 Orientation of New Teaching Staff  
Describe briefly the process used for orientation of new, visiting and part-time teaching staff  
 

New faculty members must go through orientation process which includes: 
§ Description of the program and department systems. 
§ Attendance of different lectures given by senior department members 
§ Attendance of teaching-skills sessions managed by specialist in this field. 
§ Attendance of senior department member on his first teaching assignment. 
§ Support the new member with different guides such as, Program guide, black board, banner system, 

academic advisor. 
§ Support the new member with different resources used in teaching and research 

 
For more details: 
Book/Brochure Guides (Program, Bb, Banner system, academic advising) 
 
2.2 Professional Development for Teaching Staff 
Describe briefly the plan and arrangements for academic and professional development of teaching staff (e.g.,  
teaching & learning strategies, learning outcomes assessment, professional development, etc.) 
 
Improvement of skills in teaching and student assessment? 

§ Encourage the teaching staff to attend workshops and training programs about teaching and student 
assessment methods offered by QA and Development skills unit. 

§ Assess the requirements of training that are needed to improve the quality of teaching staff in teaching 
and assessment. 

§ Use the technologies such as Blackboard to improve the teaching methods and students assessment. 
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§ Include the uses of different methods in the teaching and assessment in teaching staff evaluation. 
  
Other professional development including knowledge of research? 

§ Encourage the teaching staff to attend workshops and training programs about research projects, funds, 
and quality of research by scientific research deanship, QA and Development skills unit. 

§ Encourage the faculty member to make a research group and to propose a research project.  
§ Encourage the teaching staff to make research partnership with other colleges, institutions or research 

centres. 
§ Include the research activities in teaching staff evaluation. 

 
 

 
F. Learning Resources, Facilities, and Equipment 

1. Learning Resources.  
Mechanism for providing and quality assurance of learning resources (textbooks, references and other resource 
materials, including electronic and web-based resources, etc.) 
 
Mechanism for providing and quality assurance of learning resources (textbooks, references and other resource 
materials, including electronic and web-based resources, etc.) 

§ At the beginning of academic year, each faculty member supposed to submit a reference material 
and used textbook for each courses assigned to him. 

§ Each course coordinator prepares a meeting with other instructors to make decision about the 
textbook for their course.  

§ Based on the course coordinator recommendations, the scientific committee collects and purchase 
recommended textbooks at the end of each semester. It is also determine the number of textbooks for 
at least 2 academic years. 

§ Course coordinator is responsible to upload all course material into the course folder, his website 
and/or the Blackboard  

§ Provides training to students on how to use the university digital library and Blackboard system. 
 
 
2. Facilities and Equipment 
(Library, laboratories, medical facilities, classrooms, etc.). 
 
Library: 

§ The library committee is responsible for reviewing of books/resources hardcopy/electronic that 
available/needed in the library by the beginning or ending of the academic year. Then the committee 
will write a report for the needed books based on the expected accepted students during two years. 

§ The recommendations of the course coordination in course specification and report will be considered 
in the report of library committee. 

§ The library committee is responsible to fill a special form to purchase resources and textbooks 
requested by college  members and course coordinators. 

§ Finally, these requests are submitted to Chairman of department. The Chairman then submit all those 
to the college Dean for further actions to process purchase form. 

  
For more details: 

• http://www.uoh.edu.sa/Subgates/Deans/Libraries/Pages/Forms.aspx 
• http://www.uoh.edu.sa/Subgates/Deans/Libraries/Pages/E-Services.aspx 

 
Class Rooms / Labs: 

§ Each course lab coordinator is responsible for reviewing and investigating the classroom and lab 
resources i.e. software (DBMS, Programming IDEs ….etc),  hardware (Projectors, PCs …etc), number 
of seats and classes/labs. Then the coordinator fill-in a request form that is submitted to the Chairman. 

§ The Chairman then submits all these classes/labs requests to Dean of faculty for further action of 
purchasing. 
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3. Arrangements to Maintain a Healthy and Safe Environment (According to the nature of 
the program  ) 
 
See the policies and rules for Security and Safety in Hail university 

http://www.uoh.edu.sa/Subgates/Administrations/security/Pages/Default.aspx 
 
 

 
G. Program Management and Regulations  
 

1. Program Management 
1.1 Program Structure  
(including boards, councils, units, committees, etc.) 
 
 
 

 
 
Committees: 
For academic affairs: Exam committee – schedule committee – program development committee – Strategic 
plan committee - Senior project committee – Lab committee – Website development committee – Student 
Activities committee  - E-learning committee  - Scientific committee – New promotion committee – Scientific 
Seminar committee -  Self-study committee – Proficiency exam committee – KPI committee – Internal auditing 
committee.  
 
 
1.2  Stakeholders Involvement 
Describe the representation and involvement of stakeholders in the program planning and development. 
(students, professional bodies, scientific societies, alumni, employers, etc.)  
 

§ Department meeting  (Students) 
§ General Quality Committee in CCSE (Students – Professional Bodies) 
§ Program Development Committee (Students – Professional Bodies) 
§ Alumni (Professional Bodies – Graduate Students) 

 
 
2. Program Regulations 
Provide a list of related program regulations, including their link to online version: admission, study and exams, 
recruitment, appeals and complaint regulations, etc.)   
 

§ Admission: 
 http://www.uoh.edu.sa/Subgates/Admission/Pages/default.aspx 
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§ Bylaw for studying and examination: 
http://www.uoh.edu.sa/Subgates/Deans/Registration/UOHRegulations/Pages/Default.aspx 

§ Admission and Registration Forms: 
 http://www.uoh.edu.sa/Subgates/Deans/Registration/reforms/Pages/Default.aspx 

§ The list of the rights and duties of the student -   Disciplinary regulations for students - Student  
subsidies -   Student Fund List -  Student Housing Regulations - Covenant Financial Expense Statement 
Form-   Mechanisms for dealing with violations -  Mechanisms for submitting student grievances - 
The  mechanism of disciplining students -  The  mechanism of activating students' rights and duties -  
Study list and tests for the preparatory year-   List of study and tests for university rajah-   The 
organizational structure  of the deanship of student affairs -  The Procedural Guide to Deanship of 
Student Affairs 
http://www.uoh.edu.sa/Subgates/Deans/Student-Affairs/Evidence/Pages/default.aspx 

§ Policies and procedures 
http://www.uoh.edu.sa/Subgates/Deans/Student-Affairs/Pages/Policies_Procedures.aspx 

 
 

 
H. Program Quality Assurance  

1. Program Quality Assurance System 
Provide online link to quality assurance manual  

Quality assurance manual is available in the following link. 

• https://liveuohedu-
my.sharepoint.com/:b:/g/personal/s_rasheedmir_uoh_edu_sa/Ef_F9GRuo7dAlLGn8DSjDocBKKFH
R6uE-V-V56klLXABBQ?e=SMn6dd.  

• http://www.uoh.edu.sa/Subgates/Deans/Developmentandquality/Departments/Quality/Pages/%d8%a5
%d8%b5%d8%af%d8%a7%d8%b1%d8%a7%d8%aa-
%d8%a7%d9%84%d8%a5%d8%af%d8%a7%d8%b1%d8%a9.aspx.  

 
 
2. Program Quality Monitoring Procedures 
 
Regular evaluations of quality must be undertaken within each course based on valid evidence and appropriate 
benchmarks, and plans for improvement made and implemented.  All stakeholders , teachers , and other staff 
members are involved in the program must be committed to improving the quality of the program. Focus and 
importance must be related to student learning outcomes with each course participating to the achievement 
of overall program objectives, as well to meet the mission of program. 
 
 
Monitoring of Program Quality Assurance: 

1. Students overall evaluation of the quality of their learning experiences at program and institutional 
level.  

2. The proportion of courses in which student evaluations were conducted during the year. 
3. Internal auditor evaluation of program's quality-related activities  
4. External Auditing /reviewing of program as well Quality practices implementation. 
5. Overall satisfaction of faculty, staff, and students on the quality-related activities. 
6. Monitoring of Quality practices by deanship of Quality at program level, college level as well 

institute level. 
 
3. Arrangements to Monitor Quality of Courses Taught by other Departments. 
 
Well-defined mechanism to arrangements and monitor quality of course taught by other department through 
follow up procedures, towards course folders, course reports by the end of each semester. 
Official letters from college to other colleges regarding all the course related documentation submission. Course 
evaluation conducted for such course to get the feedback about external instructors and provide the corrective 
actions based on evaluation if required. 
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4. Arrangements Used to Ensure the Consistency between Main Campus and Branches 
(including male and female sections) 
 
§ The university provides an approved and announced mechanism for communicating with both male and 

female sections, including how to complete descriptions and reports. The decisions, programs, and 
administrative organization between the two sections. 

§ The university provides an approved and announced mechanism for communicating university branches 
with the main branch, and it includes administrative organization between the different branches of the 
university, and how the quality practices between the different branches of the university meet the same 
program. 

 
The mechanism to prepare a course report and a program report for the various branches is to: 
• Preparation of the course report at the level of the male’s section (the instructor) 
• Preparation of the report's report at the level of the female’s section (the teacher) 
• Prepare a report for a unified course that represents the two parts (the course coordinator) 
• Approval of course reports (Program Coordinator) 
• Preparing the program report (Program Coordinator) 
• Adopting program reports at the end of each semester and submitting them to the College Vice Dean 

for Quality (Department Council) 
• Review and approve the program reports to be submitted to the College Board. (College Vice Dean 

for Quality) 
• Approval of the department board approval record for program reports (College Board) 

 
 
5. Arrangements to Apply the Institutional Regulations Governing the Educational and 
Research Partnerships (if any). 
 

None 
 
6. Assessment Plan for Program Learning Outcomes (PLOs), and Mechanisms of Using 
its Results in the Development Processes 
 
The Program Learning Outcomes (PLOs) are assessed using two broad evaluation methods i.e. Direct method 
and Indirect method annually. In direct method the outcomes are measured directly by setting up exams and 
the results, the overall Courses Learning outcomes (CLOs) at the end of each semester using all assessment 
methods, before graduation Internal/External Exit Exam. In indirect method the PLOs are measured using  
surveys and ratios  i.e. Course Evaluation Survey by Students, Field Experience Evaluation Survey, Courses 
Pass Ratio, Program Evaluation Survey by Students, Student Experience Survey,  Graduation Ratio,
 Graduates Program Evaluation Survey, Employers Satisfaction Survey. 
 
The overall program evaluation achieved by these methods also compared with other programs assessment 
result to achieve the targeted benchmark. The results of these evaluations are used to improve the overall 
program as for the outputs that not reached the satisfactory level improvement and support plans are designed 
and implement.  
 

 
 
 
 
 
 
7. Program Evaluation Matrix 
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Evaluation 
Areas/Aspects   

Evaluation 
 Sources/References Evaluation Methods Evaluation Time  

Leadership Faculty Survey, interview  End of academic 
year 

Effectiveness of 
teaching & 
assessment 

Students, Faculty Survey End of  semester 

Learning resources Students, Faculty Survey End of  semester 
Effectiveness of 

teaching & 
assessment 

Graduate, Alumnai 
,employers  Interview ,visits  End of academic 

year 

    
    
    
    
    

Evaluation Areas/Aspects (e.g., leadership, effectiveness of teaching & assessment, learning resources, 
partnerships, etc.) 
Evaluation Sources (students, graduates, alumni, faculty, program leaders, administrative staff, employers, 
independent reviewers, and others (specify) 
Evaluation Methods (e.g., Surveys, interviews, visits, etc.) 
Evaluation Time (e.g., beginning of semesters, end of academic year, etc.) 
 
 
 
8. Program KPIs*  
The period to achieve the target ( ......... ) year. 

No KPIs 
Code KPIs Target Measurement Methods Measurement 

Time 

1 
KPI-P-01 Percentage of achieved 

indicators of the program 
operational plan objectives 
(i8) 

 
75% 

1.1-Operational plan  
1.2-Activities report of 
operational plan  
 

One academic 
year 
 

2 

KPI-P-02 
 

The awareness and support 
of the teaching staff and 
administrators of the 
mission of the 
program/institution (i2) 

75% 2.1- survey for  Mission 
Vision Awareness 
2.2- Analysis Report of 
survey 

One academic 
year 

3 
KPI-P-03 

 
Students' Evaluation of 
quality of learning 
experience in the program 
(i10) 

60% 3.1-Students Evaluation 
survey.  
3.2- Analysis Report of 
survey. 

One academic 
year 

4 
 

KPI-P-04 
 

Students' evaluation of the 
quality of the courses (i6) 

75% 4.1-Courses evaluation  
4.2-Course evaluation 
Analysis report. 

Each academic 
semester 

5 
KPI-P-05 

 
Completion rate (i12) 70% 5.1-Registration statistics 

5.2- APR2018- 2019 
One academic 
year 

6 
KPI-P-06 First-year students retention 

rate (i1) 
80% 6.1-Registration statistics 

6.2- APR2018- 2019 
One academic 
year 

7 
KPI-P-07 Students' performance in 

the professional and/or 
national examinations  

50% 7.1-Proficiency Exam 
Report (Sample exam 
,result, ILO and PLO 

One academic 
year 
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No KPIs 
Code KPIs Target Measurement Methods Measurement 

Time 
analysis improvement 
plan) 

8 
KPI-P-08 Graduates’ employability 

and enrolment in 
postgraduate programs 
(i14,19)  

50% 8.1-List of Students enroll 
for postgraduate studies 

One academic 
year 

9 
KPI-P-09 Average number of 

students in the class 
25 9.1-Schedule of students 

enrollment record 
One academic 
year 

10 
KPI-P-10 Employers' evaluation of 

the program graduates 
proficiency (i26) 

70% 10.1-Employer Evaluation 
survey. 10.2- Analysis 
Report of survey. 

One academic 
year 

11 

KPI-P-11 Student evaluation of the 
Value and Quality of Field 
Activities (i15) 

75% 11.1-Student Evaluation of 
COOP quality survey. 
11.2- Analysis Report of 
survey. 

One academic 
year 

12 
 

KPI-P-12  
Students' satisfaction with 
the offered services 
(i18,28) 

4.0 12.1-Student satisfaction 
survey. 12.2- Analysis 
Report of survey. 

One academic 
year 

13 
KPI-P-13 Ratio of students to 

teaching staff (i9) 
25:1 13.1-List of students 

faculty wise from   
Academic advising unit 

One academic 
year 

14 
 

KPI-P-14  
Percentage of teaching 
staff distribution 

75% 14.1-Faculty list 14.2-Load 
distribution report 

One academic 
year 

15 

KPI-P-15 Proportion of teaching 
staff leaving the 
program (i37) 

1% 15.1-List of faculty 
members for beginning of 
academic year  
15.2-List of faculty 
members for end of 
academic year 

One academic 
year 

16 
KPI-P-16 Percentage of 

publications of faculty 
members (i36) 

60% 16.1 -List of reprint of 
published papers 
 16.2-List of staff members 

One academic 
year 

17 
 

KPI-P-17 
Rate of published 
research per faculty 
member (i42) 

1:3 17.1-List and reprint of 
published papers  
17.2-List of staff members 

One academic 
year 

18 
 

KPI-P-18 
 

Citations rate in 
refereed journals per 
faculty member (i44) 

60% 18.1-List of cited papers 
18.2-List of staff members 

One academic 
year 

19 

KPI-P-19 
 

Relevance of the 
qualifications and 
experience of faculty 
members to the 
courses they teach 
(i17) 

75% 19.1-Faculty List with 
assigned Courses 19.2-
Sample CV 

One academic 
year 

20 

KPI-P-20 
 

The percentage of full-
time teaching staff 
members and the 
others of 
administrative staff 

60% 20.1-Community services 
Activities report 

One academic 
year 
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No KPIs 
Code KPIs Target Measurement Methods Measurement 

Time 
that participate in 
community services 
activities (i49) 

21 

KPI-P-21 
 

Satisfaction of 
beneficiaries with the 
learning resources 
(i13,27,33) 

4.0 21.2- Survey conducted to 
measure the satisfaction of 
beneficiary to the learning 
recourses 

One academic 
year 

 
* including KPIs required by NCAAA  
 
I. Specification Approval Data 

Council / Committee  

Reference No.  

Date  
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Report 

Review of the academic program "Bachelor's 

Degree" 
 

▪ The name of the program:  

"Bachelor of Sciences in Information Security" 

▪ The program code according to the Saudi classification of specialties: 

646 

▪ Program code: ISec 

▪ College Name: College of Computer Science & Engineering 

▪ University year: 2021 / 2022    

▪ The completion date of the report: 5/6/2022 

▪ Auditor: 

Name Position College/University Signature 

Abdullah M. 

Almuhaideb 

Associate Professor 

in Information 

Security 

College of Computer Science and 

Information Technology,  

Imam Abdulrahman Bin Faisal 

University 

 

▪ Attachments: 

- Description of the program on the model of the National Center 2020 

- Program guide     

Description of courses  
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Reviews 
Total 

grade of 
item 

Relative 
weight 

Item 
grade 

(5) 
Program evaluation items # 

20 
A. Introducing the program and general information about 

it: 

•  Excellent choice for 
the program's name. 

20   

1 5 
Program name and matching to the Saudi 
classification of specializations 

1 

•  Meeting the 
requirement for the 
bachelor's degree 
qualification. 

1 5 
Total number of credit hours required to 
complete the program 

2 

•  Cyber security jobs 
top list of fastest-
growing roles in Saudi 
Arabia, LinkedIn study 
shows. 

1 5 
Occupations/jobs for graduates in the 
specialization 

3 

• Justified by economic, 
social, cultural, and 
technological 
considerations, as well 
as national 

1 5 
Justifications for developing/establishing the 
program 

4 



 

report 
Review of Program academic 

 "Bachelor's degree" 

Form No 
HU-QMS-F-
12/125 

Issue No 02 

Issue Date 01-02-2021 

Rev. No 00 

  

Reviews 
Total 

grade of 
item 

Relative 
weight 

Item 
grade 

(5) 
Program evaluation items # 

requirements and 
development. 

• 235=230 
B- The program's mission, objectives and outcomes have 

been determined 

•    

 

 

125 
 

 

 

 

 

 

 

 

 

 

 

5 5 The appropriateness of the program's mission. 1 

•   5 5 
The consistency of the program's mission with 
the University/college mission 

2 

•   5 5 
The appropriateness of the specific objectives 
of the program  and their measurement 

3 

•   
     

10 10 
The appropriateness of the program 
graduates’ attributes  

4 

•  
The appropriateness of program learning outcomes with 
specialty requirements 

5 
•  (8) 5 1- The appropriateness of knowledge and 

understanding 
• Consider using the ABET SOs 

such as: " An ability to apply 

security principles and practices 

to the environment, hardware, 

software, and human aspects of a 

2 1.5 

1.1. Acquire the fundamental knowledge of 
computing including software, hardware, 
mathematics, and science. 
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Reviews 
Total 

grade of 
item 

Relative 
weight 

Item 
grade 

(5) 
Program evaluation items # 

system. for easy mapping and 

alignment in the process of 

accreditation.   

 

 

 

 

40 

• Consider using the ABET SOs 

such as: "Design, implement, 

and evaluate a computing-based 

solution to meet a given set of 
computing requirements in the 

context of the program’s 

discipline." for easy mapping 

and alignment in the process of 

accreditation. 

2 1.5 

2.1. Recognize the process of computing and system 
including analyses, design, implementation, and 
evaluation. 

•  It is recommended to a align the 

PLOs with ABET SOs and 

SCyber-Edu Program 

Descriptors for easy mapping 

and alignment in the process of 

accreditation. 

2 1 

3.1. Explain the information security policies and 
procedures, project management, data and risk 
management information systems, web design, network 
management, system integration and architecture and 
mobility communication system. 

• It is recommended to a align the 

PLOs with ABET SOs and 

SCyber-Edu Program 

Descriptors for easy mapping 

and alignment in the process of 

accreditation. 

2 1 

4.1. Distinguish ethical principles, legal, social issues, 
and regulatory aspects that are relevant to information 
security domain. 
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Reviews 
Total 

grade of 
item 

Relative 
weight 

Item 
grade 

(5) 
Program evaluation items # 

•  45 (10)  2- Suitable skills 
• Aligned with SCyber-Edu: 

"Communicate in appropriate 

forms to demonstrate 

knowledge, specialized skills 

and advanced concepts; and 

build professional and social 

relationships." 

• Aligned with ABET: 

"Communicate effectively in a 

variety of professional contexts." 

 2 2 

2.1. Utilize communication skills and knowledge to 
solve computer hardware, software, and science 
problems. 

Consider using the ABET SOs such 

as: "Analyze a complex computing 

problem and to apply principles of 

computing and other relevant 

disciplines to identify solutions." 

 2 1.5 

2.2. Develop computer-based solution using appropriate 
techniques, programming languages, and technology 
tools. 

Consider using the ABET SOs such 

as: "An ability to analyze and 

evaluate systems with respect to 

maintaining operations in the 

presence of risks and threats." for 
easy mapping and alignment in the 

process of accreditation. 

 2 1.5 
2.3. Install, configure, maintain, and manage the 
operations of information and network security 
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Reviews 
Total 

grade of 
item 

Relative 
weight 

Item 
grade 

(5) 
Program evaluation items # 

•  One of the ABET Student 

Outcomes is missing which is 

"Function effectively as a 

member or leader of a team 

engaged in activities appropriate 

to the program’s discipline." 

• Also, the Saudi Cybersecurity 

Higher Education Framework 

require the following Program 

Descriptors "Work cooperatively 

and constructively, with the 

ability to lead, practice 

entrepreneurship and perform a 

wide range of tasks with 

responsibility." 
• Aligned with SCyber-Edu: "Use 

study, investigation and research 
methodologies in cybersecurity 

projects and activities." 

 2 2 

2.4. Adapt skills and knowledge to conduct research in 
information security that addresses real world problems 
and enables community outreach. 

• Aligned with ABET: "Recognize 

professional responsibilities and 
make informed judgments in 

computing practice based on 

legal and ethical principles." 

 2 2 

2.5. Use governmental and environmental regulations to 
develop Information security policies within an 
organization based on professional ethics, privacy, 
security and legal responsibility. 

•  20 (4) 4 3- The appropriateness of values 
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Reviews 
Total 

grade of 
item 

Relative 
weight 

Item 
grade 

(5) 
Program evaluation items # 

•  Aligned with SCyber-Edu: " 

Participate actively in 

developing the field of 

cybersecurity and community 

service."   

 2 2 
3.1. Demonstrate responsibility, accountability, and 
practical cooperation during long life learning. 

• Aligned with SCyber-Edu: 

"Adhere to the ethics and 
standards of the cybersecurity 

profession; and demonstrate 

responsible citizenship." 

 2 2 
3.2. Adhere to the ethical standards and legal rules 
related to computer and information technology. 

• 450=360 C- Completing the curriculum of the program   

• Components of the study plan: 

1 

•   

•   

 

 

5 5 
i. Determining compulsory and elective 

courses 

•   

•   

•     

5 5 
ii. Determining the number of hours 

approved for the program 

• The course EDUC 125 missing "Type 
of requirements (Institution, College 

or Department " 
5 5 

iii. Determining the requirements of the 
university, college and program  

•   5 5 iv. Determining the graduation project 
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Reviews 
Total 

grade of 
item 

Relative 
weight 

Item 
grade 

(5) 
Program evaluation items # 

•   

•   

•   
5 5 

v. Defining field training/experience of the 
last year 

•  Program courses: 

2 

•   

•   

•      
 

5 5 
i. Identifying the names, courses and hours 

approved for each course of the study 
plan 

•   

•     
5 5 ii. Distribution of courses at study levels 

• For the course ISEC 231, the 
prerequisites ETEC 115 does 
not exist, please check.  

• For the course CSCE 353 
(level 3), the prerequisites 
CENG 241 (level 4) exist in a 
higher level while it should be 
in level 1 or 2, please check. 

• For the course ICS 334, the 
prerequisites CSCE 232 does 
not exist, please check.  

5 5 
iii. Identifying the prerequisites for the 

courses  
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Reviews 
Total 

grade of 
item 

Relative 
weight 

Item 
grade 

(5) 
Program evaluation items # 

• For the course ISEC 400, the 
prerequisites ENG 110 does 
not exist, please check.  

•  Components of field experience required: 

3 

• Course Specifications 
are not attached. 

5 1 
i. A brief description of field experience 

activities  

•  Course Specifications 
are not attached. 

5 1 ii. Availability of basic learning outcomes 
needed from the field experience 

•   

•   
5 5 iii. Availability of an approved plan for the 

implementation of field experience 
•  Project/search requirements: 

4 

•  Course Specifications 
are not attached. 

5 1 i. Availability of a description of 
graduation project/research 

• Course Specifications 
are not attached. 

5 1 
ii. Identifying the most important target 

learning outcomes from the 
project/research 

•  Program learning outcomes matrix: 5 
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Reviews 
Total 

grade of 
item 

Relative 
weight 

Item 
grade 

(5) 
Program evaluation items # 

•   

•   

•   

•       

5 5 

i. The program matrix was set up in the 
light of updated NCAAA forms and 
courses were distributed and levels 
were distributed (I = foundation level, P 
= practice level, M = level of mastery) 

• A number of PLOs are missing 
mapping to courses with "I = 
foundation level" such as K4, S5, 
V2 or "P = practice level" such as 
S4 or M = level of mastery such 
as K2, S1. 

• In K2, the "I" is at a higher level 
while the P in lower levels, it 
should be the other way around. 

5 3 
ii. How logical it is to achieve courses for 

targeted learning outputs for the 
program  

•   

•   

•   

•     

5 5 

iii. All targeted learning outcomes are 
achieved through the courses of the 
program without exception of any skill or 
knowledge 

•   

•   

•   

5 5 
The appropriateness of the teaching and 
learning strategies used to achieve the 
learning outcomes of the program. 

6 
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Reviews 
Total 

grade of 
item 

Relative 
weight 

Item 
grade 

(5) 
Program evaluation items # 

•   

•   
 5 5 

Ways to evaluate the learning outcomes 
of the program 7 

• 125=100 
D- Meeting the procedures for ensuring the quality of the 

program  

•  The link is not 
working.  

•         

 

5 1 

The program's quality assurance system 
manual is prepared to include program quality 
control procedures, including quality control 
procedures for program courses studied 
through other scientific departments. 

1 

•   

•   

•     

5 5 
Availability of procedures to ensure equality 
in all places where the program takes place 
(male - female - branches) 

2 

• Continuous 
improvement process 
is required.  

5 4 

A plan has been developed to measure 
learning outcomes at the program level and 
mechanisms to benefit from their results in 
development processes 

3 

•   

•   

•     

5 5 
The program quality evaluation matrix has 
been developed and the areas of the 
evaluation have been shown, their sources, 

4 
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Reviews 
Total 

grade of 
item 

Relative 
weight 

Item 
grade 

(5) 
Program evaluation items # 

•   the method used and the timing of 
implementation for each method   

  

• KPI-P-08 could be improved by 
adding the time frame, such as 
"Graduates’ employability and 
enrolment in postgraduate 
programs within six months of 
graduation." 

• KPI-P-18 state "Citations rate" 
while the target is Percentage %, 
please review. 

5 4 

The list of the main performance indicators of 
the program (including the indicators required 
by the National Center for Evaluation and 
Academic Accreditation) has been included 
and the target level and methods and timing 
of measuring each indicator have been met.  

5 

Total percentage = (710 / 830)× 100 = 86% 
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The reviewer saw in the program: 

 

A. Additional items 

Item 
Opinion of external reviewer 

Yes No Notes/recommendations 

Is the current program keeping pace with 
the latest developments in specialization?    

•   

•   

Is the program characterized by the novelty 
of the proposed courses?    

•   

•   

Is the current program parallel to the 
corresponding programs at leading 
universities? 

   

•   

•   

•     

Does the program cover quality 
requirements and academic accreditation?    

• It is recommended to a align the PLOs with 

ABET SOs and SCyber-Edu Program 

Descriptors for easy mapping and alignment in 

the process of accreditation. 
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B. Other recommendations/observations (remember): 

• The program addresses the needs of the strategic workforce in Saudi Arabia. 

• The program plan is well designed meeting the Major requirements.  

• It is suggested that PLOs be aligned with ABET SOs and SCyber-Edu Program Descriptors for simple 

mapping and alignment during the accreditation process. 

• Prerequisites require review.  

• In preparing the Course Specifications, it is suggested to be compliant with the ABET accreditation standards 

and covers the following knowledge areas according to the IEEE / ACM Cybersecurity Curricula guidelines 

recommendation: 1) Data Security 2) Software Security 3) Component security 4) Connection Security 5) 

System Security 6) Human Security 7) Organizational Security 8) Societal Security. Also, it is recommended 

to align with the Saudi Cybersecurity Higher Education Framework (SCyber-Edu – 1: 2020) for the Bachelor 

(Cybersecurity Major). 
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A. Recommendation of external references: 
 Accepting the program 

□Poposing the program after taking corrective action 

□The program is not accepted□ 

External references: .......Dr. Abdullah M. Almuhaideb 

 

Signature: .................................................................................. 

 

Report completion date: 5 /6 /2022 
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Report 
Review of the academic program "Bachelor's 

Degree" 
 

§ The name of the program: Information Security 

§ The program code according to the Saudi classification of specialties: 061203 

§ Program code: ISec 

§ College Name: College of Computer Science and Engineering 

§ The completion date of the report: 16/4/2022 

§ Evaluator: 

Name Degree College/University Signature 

Dr. 
Mohammed 

Altamimi 

Assistant 
Professor  

Deanship of 
Quality and 

Development  
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Reviews 

Total 
grade 

of 
item 

Relative 
weight  

Item 
grade 

(5) 
 Program evaluation 

items  

 A. Introducing the program and general information 
about it: 

•  The program name 
“Bachelor of Science in 
Information Security” is 
aligned with NQF. 

  

 - 

Program name and 
matching to the Saudi 
classification of 
specializations 

1 

•  Total credit hours is 137 
divided into two-semester 
plan) which is in 
accordance with NQF 

- - 
Total number of credit 
hours required to 
complete the program 

2 

 
- - Occupations or jobs for 

which students are 
qualified 

3 

 
- - Justifications for 

developing/developing 
the program 

4 
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Reviews 

Total 
grade 

of 
item 

Relative 
weight  

Item 
grade 

(5) 
 Program evaluation 

items  

 B- The program's mission, objectives and outcomes have 
been determined 

 
• The program mission 

contains education 
graduate, research and 
community services 
however the missing need 
to be checked 
grammatically   

- - 

The appropriateness of 
the program's mission. 1 

•  The mission is consistence 
with university mission. 
However, program mission 
need to be match with 
college mission.  

- - 
The program's mission 
is consistent with the 
University/college 
mission 

2 

 - - The appropriateness of 
the specific objectives  3 
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Reviews 

Total 
grade 

of 
item 

Relative 
weight  

Item 
grade 

(5) 
 Program evaluation 

items  

of the program  and 
they are measurable  

• Revies attribute number 2 
and 3 so it starts with single 
verb. 

- - The appropriateness of 
the program graduates’ 
attributes  

4 

• All the PLOs should be 
revised. We will provide 
you two PLOs from the 
knowledge, three PLOs 
from the skills, and two 
values that should be 
unified among all the 
Bachelor’s programs in the 
CS College. Then, each 
program has to add its 
specific specialized PLOs. 
This is due to the shared 

The appropriateness of program learning 
outcomes with specialty requirements 

5 
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Reviews 

Total 
grade 

of 
item 

Relative 
weight  

Item 
grade 

(5) 
 Program evaluation 

items  

courses that are taught in 
all the programs. 

 
- - 1- The appropriateness of 

knowledge and 
understanding 

• Some of Skills ILOs might  
exist in the CS PLOs. Try to 
exclude extra ILOs once 
you receive the unified 
PLOS from the CS program.  

• You need to revise S3 If you 
want to consider it, so it 
starts with single verb 

 

- - 

2- Suitable skills 

• Keep the ILOS from the CS 
program as it is. This will be 
shared with all the 
programs. 

 

 
 
 
 

- - 
3- The 
appropriateness of 
values 
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Reviews 

Total 
grade 

of 
item 

Relative 
weight  

Item 
grade 

(5) 
 Program evaluation 

items  

 
 

 C- Completing the curriculum of the program   
• Components of the study plan: 1 

Compulsory and optional 
decisions are determined  

 

- - i. Determining 
compulsory and 
optional decisions 

 

Number of hours are 
determined 137 hours. 
However, the average hours 
among the rest of programs is 
130-133. 

- - 
ii. Determine the number 

of hours approved for 
the program 

Requirements are determined 

- - iii. Determining the 
requirements of the 
university, college and 
program  

1.Credit hour for Graduation Project I 
is 2 hours in other programs  

- - iv. Determining the 
graduation project 
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Reviews 

Total 
grade 

of 
item 

Relative 
weight  

Item 
grade 

(5) 
 Program evaluation 

items  

2.Credit hour for Graduation Project II 
is 4 hours in other programs  
 

 

field training is determined 
- - v. Defining field 

training/year of 
excellence 

 Program courses: 2 

Some courses are similar with 
other program. Try to 
unified the course name 
and code. And check with 
other program in case any 
changes for example: 

1.Data Structure and 
Algorithms = CSCE 231 

2.Fundamentals of Computer 
Networks= CSCE 353 

- - 

i. Identify the names, 
courses and hours 
approved for each 
course of the study plan 
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Reviews 

Total 
grade 

of 
item 

Relative 
weight  

Item 
grade 

(5) 
 Program evaluation 

items  

3.Web Design and 
Development= CSCE 362 

4. Machine Learning 
Course at level 6 need to have 
at least two-hours lab.  
 

- - 
ii. Distribution of courses 

at study levels 

Courses are identified.  
 

- - iii. Identify the 
prerequisites for the 
courses  

 Components of field experience requirements: 3 

•  It can be uploaded later   
- - i. A brief description of 

field experience 
activity  

•  It can be uploaded later   

- - ii. Availability of basic 
learning outcomes 
needed from field 
experience 
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Reviews 

Total 
grade 

of 
item 

Relative 
weight  

Item 
grade 

(5) 
 Program evaluation 

items  

•  It can be uploaded later   

- - iii. Availability of an 
approved plan for the 
implementation of field 
experience 

 Project or search requirements: 4 

•  It can be uploaded later   

- - i. Availability of a 
description of 
graduation 
project/research 

•  It can be uploaded later   

- - ii. Identify the most 
important target 
learning outcomes 
from the 
project/research 

 Program learning outcomes matrix: 5 

•  You will receive the 
mapping for the CS 

- - i. The program matrix 
was set up in the light 
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Reviews 

Total 
grade 

of 
item 

Relative 
weight  

Item 
grade 

(5) 
 Program evaluation 

items  

courses. You only need to 
map the new courses of 
the Information Security  
program with the added 
PLOS. 

• Program matrix need to be 
developed and each PLO is 
covered by at least three 
courses on three different 
levels (I,P,M). 

of updated NCAAA 
forms and courses 
were distributed and 
levels were distributed 
(I = foundation level, P 
= practice level, M = 
level of mastery) 

 

- - ii. How logical it is to 
achieve courses for 
targeted learning 
outputs for the 
program  

 
 

- - iii. All targeted learning 
outcomes are achieved 
through the courses of 
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Reviews 

Total 
grade 

of 
item 

Relative 
weight  

Item 
grade 

(5) 
 Program evaluation 

items  

the program without 
exception any skill or 
knowledge 

• Please reconsider adding   
teaching strategies for each 
PLO in the PS.  

- - The appropriateness of 
the teaching and 
learning strategies used 
to achieve the learning 
outcomes of the 
program. 

6 

•  Assessment strategies are 
not included for each PLO. 
The program should take 
special care when 
designing assessment 
strategies especially for 
value domain ILOs. 

 

- - 

Appropriate ways to 
evaluate the learning 
outcomes of the 
program 

7 

 D- Fulfilling the procedures for ensuring the quality of 
the program  
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Reviews 

Total 
grade 

of 
item 

Relative 
weight  

Item 
grade 

(5) 
 Program evaluation 

items  

  

 

- - The program's quality 
assurance system 
manual is prepared to 
include program 
quality control 
procedures, including 
quality control 
procedures for 
program courses 
studied through other 
scientific departments. 

1 

It can be uploaded later   

- 

- 

Availability of 
procedures to ensure 
equality in all places 
where the program 
takes place (male - 
female - branches) 

2 

•  It can be uploaded later   - - A plan has been 
developed to measure 3 
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 "Bachelor's degree" 
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Issue No 02 
Issue Date 01-02-2021 

Rev. No 00 

  

Reviews 

Total 
grade 

of 
item 

Relative 
weight  

Item 
grade 

(5) 
 Program evaluation 

items  

learning outcomes at 
the program level and 
mechanisms to benefit 
from their results in 
development processes 

•  It can be uploaded later   

- - The program quality 
evaluation matrix has 
been developed and 
the areas of the 
evaluation have been 
shown, their sources, 
the method used and 
the timing of 
implementation for 
each method   

4 

•  List of 21 KPIs along with 
target levels, measurement 
methods need to be added 

- - The list of the main 
performance indicators 
of the program 
(including the 

5 
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Review of Program academic 

 "Bachelor's degree" 

Form No 
HU-QMS-F-
12/125 

Issue No 02 
Issue Date 01-02-2021 

Rev. No 00 

  

Reviews 

Total 
grade 

of 
item 

Relative 
weight  

Item 
grade 

(5) 
 Program evaluation 

items  

indicators required by 
the National Center for 
Evaluation and 
Academic 
Accreditation) has been 
included and the target 
level and methods and 
timing of measuring 
each indicator have 
been met.  

Total percentage = (485 / 830)× 100 =--  
 

 

Other recommendations/observations: 
 

• The program needs to upload the program specification.  



 

report 
Review of Program academic 

 "Bachelor's degree" 

Form No 
HU-QMS-F-
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Issue No 02 
Issue Date 01-02-2021 

Rev. No 00 

  
• Many items in document can be easily merged in the program specification. 

• The program should reconsider adding new PLOs after the proposed unified PLOs for all the bachelor’s 

program in the CS College.  

• The program should map the new courses with program learning outcomes matrix. 

• The program should reconsider adding lab hours for the course that may need labs. 

 



الرقــــم :
التـاريــخ:
المشفوعات:

    

المملكة العربية السعودية
جامعة حائل

سلمه الله عميد كلية علوم وهندسة الحاسب الآلي
السلام عليكم ورحمة الله وبركاته

إشارة الى خطاب سعادتكم بتاريخ ٦/٧/١٤٤٣هـ والمتضمن طلب التأكد من إمكانية استخدام الرموز المرفقة 
لاستحداث برامج بكالوريوس جديدة في الكلية في (الذكاء الاصطناعي، علوم البيانات، أمن المعلومات، هندسة 

الشبكات والاتصالات) على نظام أكاديمي.

نفيد سعادتكم بأن الرموز المستخدمة في البرامج الجديدة غير مستخدمة حاليا على نظام أكاديمي.

نأمل من سعادتكم الاطلاع واجراء اللازم.
  

ولسعادتكم خالص التحية والتقدير،،
عميد القبول والتسجيل

د. عبدالله بن جمعان الزهراني

الموضوع: خطاب بشأن ترميز البرامج 
المستحدثة 
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الرقــــم :
١٤٤٣/٧/٦ التـاريــخ:

المشفوعات:

    

المملكة العربية السعودية
جامعة حائل

سعادة عميد القبول والتسجيل  سلمه الله 
السلام عليكم ورحمة الله وبركاته

نسأل الله لكم التوفيق والسداد ، نظراً لبدء العمل على استحداث مجموعة من البرامج الاكاديمية المقرحة لمرحلة 
البكالوريوس في الكلية ( الذكاء الاصطناعي ، علوم البيانات ، أمن المعلومات ، هندسة الشبكات والاتصالات ) 
حيث من متطلبات الاستحداث هو وجود ترميز للبرامج ومقررات البرنامج ، عليه فقد تقررت لجنة استحداث البرامج في 
الكلية وبحسب دليل استحداث البرامج الاكاديمية في الجامعة على اعتماد الرموز لكل برنامج حسب خطاب وكيل 

الكلية للشؤون الاكاديمية المرفق لسعادتكم .
            آمل من سعادتكم الاطلاع والتوجيه بما ترونه مناسباً.

  
ولسعادتكم وافر التحية والتقدير؛؛؛

عميد كلية علوم وهندسة الحاسب الالي

د. جلوي سليمان الشدوخي

الموضوع: بخصوص ترميز البرامج المستحدثة
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 :دعبو ,هتاكربو لا ةمحرو مكيلع م$سلا
 

 

 ةيلكلا ف سويرولاكبلا ةلحر@ ةحرتق@ا ةي<داك:ا جماربلا نم ةعومجم ثادحتسا ىلع لمعلا ءدبلً ارظن
 تابلطتم نم ثيح .)تIاصتIاو تاكبشلا ةسدنه ,تامولع@ا نمأ ,تانايبلا مولع ,يعانطصIا ءاكذلا(
 ةيلكلا ف جماربلا ثادحتسا ةن[ تررق دقف هيلعو ,جمانربلا تاررقمو جمانربلل زيمرت دوجو وه ثادحتسIا
 :يلاتلا لود[ا بسحب جمانرب لكل زومرلا دامتعا ىلع ةعما[ا ف ةي<داك:ا جماربلا ثادحتسا ليلد بسحبو

 جمانربلا زمر جمانربلا ىمسم م
	AINT يعانطصIا ءاكذلا ١
	DSCE تانايبلا مولع ٢
 ISEC تامولع@ا نمأ ٣
 NENG تIاصتIاو تاكبشلا ةسدنه ٤

 

 )فرحأ ٤( هjعأ لود[ا ف هل عباتلا جمانربلا زمر بسحب جمانرب لكل تاررق@ا مقرتو زيمرت متي نأ ىلع
 :يلاتلاك )ماقرأ ٣( ررق@ا مقر مث ةفاسm ًاعوبتم

 ةناoا – )يساردلا ىوتس@ا( ىلإ ريشت ىطسولا ةناoا – )ةيساردلا ةنسلا( ىلإ ريشت راسيلا نم ىلو:ا ةناoا

 .)ىوتس@ا ف ررق@ا لسلست مقر( ىنميلا

 ىوتس@ا ةثلاثلا ةنسلا ف سرديو يعانطص2ا ءاكذلا جمانربل عبات ررق@ زمرلا اذه ثيح 352	AINT :لاثم

 .يساردلا ىوتس@ا سفن ف يناثلا هبيترتو سما:ا
 

 .زومرلا مادختسا ةيناكمإو يأرلا ءادبv مزلي ن@ هيجوتلا مكتداعس نم لمأن
 

 ،،،ريدقتلاو ركشلا صلاخ اولبقتو
 
 
 

 
 

ـــــــــــــــــــــــــــــــــــــــــــــــــــــ  
ءابيعلا دممح زيزعلادبع .د  
ةييمداكلأا نوؤشلل ةيلكلا ليكو  
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الرقــــم :
١٤٤٣/٧/٦ التـاريــخ:

المشفوعات:

    

المملكة العربية السعودية
جامعة حائل

المحترم سعادة وكيل الجامعة للشؤون الاكاديمية 
السلام عليكم ورحمة الله وبركاته

مرفق لسعادتكم اسماء البرامج الاكاديمية المقترحة لمرحلة البكالريوس بحسب التصنيف السعودي الموحد للمستويات 
والتخصصات التعليمية من قبل لجنة استحداث البرامج وهي كالتالي :

* الذكاء الاصطناعي
*علوم البيانات

*امن المعلومات
*هندسة الشبكات والاتصالات

و التي جاري العمل على استحداثها في كلية علوم وهندسة الحاسب الآلي.
علية امل من سعادتكم الاطلاع والتوجيه.

  
ونقبلوا سعادتكم وافر التحية والتقدير

عميد كلية علوم وهندسة الحاسب الالي 

د جلوي سليمان الشدوخي

الموضوع: خطاب بشأن إعتماد أسماء البرامج 
المستحدثة 
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 :دعبو ,هتاكربو لا ةمحرو مكيلع م$سلا
 

 

 ةيلكلا ف سويرولاكبلا ةلحر@ ةحرتق@ا ةي<داك:ا جماربلا نم ةعومجم ثادحتسا ىلع لمعلا ءدبلً ارظن
 ثادحتسا ةنY تررق دقف  .)تIاصتIاو تاكبشلا ةسدنه ,تامولع@ا نمأ ,تانايبلا مولع ,يعانطصIا ءاكذلا(
 :اهثادحتسا ىلع لمعلل ةيلاتلا جماربلا ءامسأ دامتعا ىلع ةيلكلا ف جماربلا

	يعانطصIا ءاكذلا •
	تانايبلا مولع •
	تامولع@ا نمأ •
 تIاصتIاو تاكبشلا ةسدنه •

 

 

 تايوتسملل دحو@ا يدوعسلا فينصتلا بسحب ةحرتق@ا ةي<داك:ا جماربلا ءامسأ مكتداعسل قفرم
  .ةيميلعتلا تاصصختلاو

 .دامتعIاو يأرلا ءادبh مزلي ن@ هيجوتلا مكتداعس نم لمأن
 

 ،،،ريدقتلاو ركشلا صلاخ اولبقتو
 
 
 

 
 
 
 

ـــــــــــــــــــــــــــــــــــــــــــــــــــــ  
ءابيعلا دممح زيزعلادبع .د  
ةييمداكلأا نوؤشلل ةيلكلا ليكو  
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407تصنيف التخصصات التعليمية

التعريف

المجال الواسع: تقنية الاتصالات والمعلومات (06)

المجال الضيق: تقنية الاتصالات والمعلومات (061)

برامج أخرى في تقنية الاتصالات والمعلومات 
غير مصنفة في مكان آخر  (0619)

المجال 
التفصيلي

الذكاء الاصطناعي   (061901) اسم التخصص

تخصصات أخرى مشمولة بالتعريف

دراســة،  مــن  تمكّنــه  التــي  والمهــارات  بالمعــارف  الطالــب  تزويــد  إلــى  التخصــص  هــذا  يهــدف 
وتصميــم، وتطويــر محــاكاة ا_لــة لتفكيــر ا^نســان، وفهمــه للغتــه، وأعمالــه، والمهــام التــي يقــوم 
ــة  ــق، وماهي ــرة، والتعلــم العمي ــذكاء الاصطناعــي، والنظــم الخبي ــات ال ــاول خوارزمي بهــا، كمــا يتن

ــة اســتخدامه. ــوت، وكيفي الروب

الذكاء الاصطناعي التطبيقي
الواقع الافتراضي واjلعاب

تعلم ا_لة
معالجة اللغات الطبيعية والصور الرقمية

النظم الخبيرة
التعلم العميق

أهم المقررات التي تندرج تحت هذا التخصص

التعلم المعزز
خوارزميات البحث

الروبوتية 
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التعريف

المجال الواسع: تقنية الاتصالات والمعلومات (06)

المجال الضيق: تقنية الاتصالات والمعلومات (061)

برامج أخرى في تقنية الاتصالات والمعلومات 
غير مصنفة في مكان آخر  (0619)

المجال 
التفصيلي

علوم البيانات   (061902) اسم التخصص

تخصصات أخرى مشمولة بالتعريف

يهــدف هــذا التخصــص إلــى تزويــد الطالــب بالمعــارف والمهــارات التــي تمكّنــه مــن جمــع، وتحليــل، 
ــاول دراســة  ــا يتن ــك، كم ــق ذل ــة لتحقي ــة، وا_حصائي ــات، واســتخدام اaدوات الرياضي وتفســير البيان
فائــدة  لاســتخراج  للبيانــات؛  والتســويقية  وا_داريــة،  وا_حصائيــة،  والرياضيــة،  التقنيــة،  الجوانــب 

ــرارات المناســبة. ــة، واتخــاذ الق ــا، والمســاعدة فــي حــل المشــكلات المختلف ملموســة منه

البيانات الضخمة
تحليل البيانات

نظرية الاحتمالات وا_حصاء لعلوم البيانات
التنقيب في البيانات الضخمة

تعلم اoلة لعلم البيانات

أهم المقررات التي تندرج تحت هذا التخصص

تصوير البيانات 
قواعد البيانات المتقدمة 

مستودعات البيانات 

هندسة البيانات
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تصميم وإدارة قواعد البيانات والشبكات  (0612)

أمن المعلومات   (061203)

المجال 
التفصيلي

اسم التخصص

التعريف

المجال الواسع: تقنية الاتصالات والمعلومات (06)

المجال الضيق: تقنية الاتصالات والمعلومات (061)

تخصصات أخرى مشمولة بالتعريف

حمايــة  مــن  تمكّنــه  التــي  والمهــارات  بالمعــارف  الطالــب  تزويــد  إلــى  التخصــص  هــذا  يهــدف 
معلومــات وأنظمــة المنشــأة، وتشــفيرها دون التأثيــر علــى إنتاجيــة العمــل، وإمكانيــة الوصــول 
ــاول وضــع ومتابعــة وتقييــم السياســات  ــل المســتخدم لeنظمــة والمعلومــات، كمــا يتن مــن قب
ــة بيناتهــا مــن  والتشــريعات التــي تحكــم اســتخدام المعلومــات داخــل وخــارج المنظمــة؛ لحماي

الاختــراق.

اnمن السيبراني 
مكافحة الجرائم المعلوماتية

اnمن السيبراني والتحري الرقمي

التطوير اrمن للبرمجيات
الاختراق اnخلاقي
الجرائم الرقمية

أهم المقررات التي تندرج تحت هذا التخصص

ترميز (تشفير) البيانات
أمن الشبكات ومواقع اuنترنت

أمن الشبكات السحابية 

اnمن السيبراني المهني
أمن المعلومات والشبكات
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ا/لكترونيات وا%تمتة   (0714)

هندسة الشبكات  (071407)

المجال 
التفصيلي

اسم التخصص

التعريف

المجال الواسع: الهندسة والتصنيع والبناء (07)

المجال الضيق: الهندسة والحرف الهندسية  (071)

تخصصات أخرى مشمولة بالتعريف

يهــدف هــذا التخصــص إلــى تزويــد الطالــب بالمعــارف والمهــارات التــي تمكّنــه مــن تصميــم، 
وتركيــب، وتشــغيل، وتهيئــة، وصيانــة شــبكات الحاســب، وتقييــم أدائهــا، والتعــرف علــى أعطالهــا، 
وإجــراء عمليــات الصيانــة علــى مكونــات الشــبكة، مثــل: أجهــزة التوجيــه، والمحــولات، والكابــلات، 
ــة، وتطبيقاتهــا، وأنواعهــا، وطــرق  ــة والبرمجي كمــا يهتــم بوظائــف الشــبكات، ومكوناتهــا المادي
ــة للخدمــات الســحابية، وتصميــم  ــة البنــى التحتي حمايتهــا، إضافــة إلــى تصميــم وتركيــب وتهيئ

ــات. وتركيــب مراكــز البيان

هندسة الشبكات والاتصالات
هندسة وأمن الشبكات

 أنظمة الشبكات والاتصالات 
الشبكات واpمن

تصميم مراكز البيانات 
تصميم و تنفيد الشبكات الافتراضية

أهم المقررات التي تندرج تحت هذا التخصص

تصميم البنى التحتية للخدمات السحابية
هندسة الموجهات والمحولات

الشبكات وأنظمة الاتصالات
شبكات الحاسب اsلي

هندسة وشبكات الحاسب اsلي
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